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WELCOME

Thank you for purchasing one of our industry leading QVIS products. This user’s
guide is for the PC version of the A| Cortex VMS remote monitoring software

Once installed upon a PC workstation, you will be able to remotely connect
to your NVR either via the same local network or via the wide area network
(if your PC workstation is connected to the Internet). The A| Cortex VMS
software provides you with the ability to monitor each camera as part of
your CCTV network and to also scrutinise the footage in closer detail using
the EPTZ function (Electronic Pan Tilt Zoom).

Itis an easy to use and clearly defined user interface, which will provide you
an efficient work flow. Peace of mind will be achieved with you knowing
that your property or valuables can still be constantly monitored.
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1. Downloading the software

e Search the Software: Go to google search engine and type ‘cortex
vms’ and press Enter key. Clicking on ‘PC Software - A | Cortex’ will
open new page as shown below.

QIS

Articles in this section PC Software - A I Cortex

PC Software - A | Cortex
AL H

Mobile Phone App - A | e 6 months ago - Updated

Cortex Go [Cortex]

Paxton Net2 Plugin A | Cortex VMS 64 Bt (Latest)

Windows A | CortexVMS_64bit-4.0.14112

Mac A | CortexVMS-4.0.14104

o Download the software: Depending on the Operating System, click
on the required link. It will open pCloud page. On this page clicking
on ‘Direct download’ to download to installation software under
‘Downloads’ folder of your computer.

e Install the Software: Double click on downloaded installation file.

Follow step by step installation instructions to complete a full
install of A| Cortex VMS software.
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2. Adding an NVR to your device list

When you open a software, a dialog box will open in the center of the
screen (see below) for you to add the NVR device information to which you
want to connect.

Add NVR - Enter Device Infor..  ? X

P Address: ||

Port Number: |50000

User Name: |admin

|
|
|
Password: | I
|

Device Name: |

IP Address: This is the IP address / domain name assigned to the NVR during
installation.

Port Number: This is the Port number assigned to the NVR during installation.
User Name and Password: Assigned in NVR. There can be multiple users with
limited privileges and these same privileges carry over to the A| Cortex VMS as
well.

Device Name: If the NVR has been named, enter it here.

After clicking “OK” the NVR and cameras will appear on the left side of the
screen (as highlighted by the red box below).

W Cortex VM - Defauit
File Edit View Tools Help

A3 . n888 308

ciEsR

Results
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3. Interface features and functions

There are two sets of tool/menu bars used to operate the A| Cortex VMS:

PN Cortex VMS - Default
Set 1« File Edit View Tools Help |

2| A @ B B @ @ O W @

Add NVR Remove NVR  Show Selected Show All  Sequence Sequence All ~ Playback Tool ~ NVR Settings Alarm:

Set 1 Menu Bar:

Cortex VMS - Default
File Edit View Tools Help
Quit Ctrl+Q

File: When you click on this menu bar, a
dropdown menu with a “Quit” option will
come up. This will close A| Cortex VMS.

Edit: This menu will give you ‘Select ﬁ Cortex VMS - Default

Al & “Unselect All' options along | File Edit View Tools Help

wi'Fh a list of options to add NVR(s?, a Select All Ctrl+A

edit NVR(s), remove NVR(s) and edit Ad-:; Uniatect Al clsz |

selected NVR’s settings (See ‘SET 2

Tool Bar’ on Page 8). = Add NVR | |
_ . D =4 Edit NVR

Select All: This option highlightsthe | | L =

cameras in the matrix and allows Vﬂ Remoye NVE

them to be moved to different W NVR Settings

boxes by clicking on the box and PN Preferences..

dragging and dropping it. T W o Saoa

Unselect All: Unhighlights the cameras in the matrix.

NVR Settings: : Select the device and click on ‘NVR Settings’ button to log
into the VCP Settings window of the required NVR (see ‘VCP Settings’ on
Page 39 for more information).

Preferences: Please see chapter 4 ‘Preferences’ on Page 11 for full
explanation.
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3. Interface features and functions (contd..)

View: A number of options shown in ¥ Comexviic —Defaun

this dropdown list will allow you to File Edit View Tools Help

customise the layout of the A| Cortex ..i +  Show Tool Bar
8

VMS interface. Select either ‘Show Tool addnvr ¥ Show Status Bar

~  Show Devices

Bar’, ‘Show Status Bar’ or ‘Show

. . D
Devices’ to show or hide each part of evices @8 Show Selected

. . : Show All
the interface except the live multi-panel pe - &
viewing. : I 3 Ssequence
|_§ Sequence All

The other four options are quick click
options to help streamline the
operating process of the software (see
‘Set 2 Tool Bar’ on page 8 for more
information).

Tools: Only two options are
provided in this dropdown menu.
The ‘Playback Tool’ will take you [ Cortex VM - Default

in to the main playback interface |[File Edit View Tools Help
so you can review recorded -i L’] Playback Tool
footage, remotely, straight from ke 1

the device’s hard disk drive. (see SO B Lq Alarms

‘The Playback Interface’ on Page
25 for more information).

The ‘Alarms’ shows alarm
triggered cameras on added
NVRs (see ‘Set 2 Tool Bar’ on
page 8 for more information).

Help: When you click on this [IN Cortex VMS - Default
menu bar, a dropdown menu |File Edit View Tools Help

g ‘ ’ . q
with a ‘About’ option will come i _i About
up. It provides system and o —

software version information.
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3. Interface features and functions (contd..)

Set 2 Tool Bar:

A A & & 3A = : W (4

Add NVR. Remove NVR  Show Selected Show All  Sequence Sequence All  Playback Tool ~ NVR Settings Alarms

e Add NVR: Select this icon if you need to add another i
NVR to the device list on the left hand side (please Ad';"NVR
see ‘Adding an NVR to the device list’ on page 5).

e Remove NVR: if you need to remove an NVR from i

your list, firstly select the device from the list and  |Remove NVR
then click this icon.

e Show Selected: To show the video channel on the -
video panel wall, select video channel from device E}
list and click this icon. Hold down ‘Shift’ button whilst |show Selected
selecting more than one video channel to show more
than one channel on the video panel wall.

==

e Show All: When clicking on this button you can
Show All

instantly have all video channels shown on the video
panel wall.

e Sequence: This option allows you to play selected
live video channels in a sequence one after another. IQ
Each channel will play for a short period of time -
before switching to the next channel in the
sequence. This option is ideal for automated
monitoring.

Sequence

e Sequence All: Play all live video channels one after -
another will play for a short period of time before ok
switching to the next channel in the sequence. This |Sequence All
option is ideal for automated monitoring.
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3. Interface features and functions (contd..)

e Playback Tool: This option will open up the
Playback interface so you can view recorded ‘j
footage from each of the connected camera
channels (see ‘The Playback Interface’ on page 25
for more information).

Playback Tool

e NVR Settings: Select the device and click on ‘NVR
Settings’ button to log into the VCP Settings %
window of the required NVR (see ‘VCP Settings’ on NVR Settings
Page 39 for more information).

e Alarms: This option is used to view all alarm 'g
triggered cameras from all connected devices. s

¢ When alarm triggered on camera, this button |]
will starts blinking with red color. Alarms

¢ Clicking on this icon shows alarm triggered cameras as below:

H 9 94 o @

ISequence  Sequence All  Playback Tool ~ NVR Settings Alarms

Alarm B 8x8 [ Create New Layout [
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3. Interface features and functions (contd..)

¢ To close this alarm view, click on red color checkbox of
‘Alarm’ as highlighted on red box below:

49 49 4 49 89

equence Sequence All  Playback Tool ~ NVR Settings Alarms

Alarm £ 8x8 || Create New Layout [
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4. Preferences

The ‘Preferences’ options menu [I¥ Cortex VMS - Default
allows you to customise the general | . = )
functions of the A| Cortex VMS so File JESEY View fools Help
you can have more flexibility on the " Select All Ctrl+A
way it works. Add Unselect All Ctrl+Z
=8 AddNVR |
The ‘Preferences’ options menu D = EditNVR
can be found when opening up the ﬂ removeNvRe ||
‘Edit’ drop down menu list within ¥l .
the Menu bar (highlighted to the ¥ NVR s’
right in the red box). PN Preferences..
B | Y )

Select the ‘Preferences’ option to bring up the ‘Preferences’ window as
shown below:

PN Preferences ? X

Layouts Layout Preferences
Sequence

¥ Show camera names when opening a layout
Thumbnails

Bandwidth Open new layout if selected cameras do not fit in current
Sessions
Display Do not warn me when deleting a non-empty layout
General

Language

The list of what parts of the A| Cortex VMS software you can customised
are presented on the left hand side and the options to configure are
presented on the right hand side.
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4. Preferences (Contd..)

Layouts: Has options such as to show/hide camera name when the layout
is opened, Open new layout if selected cameras do not fit in current, and
warning when deleting non-empty layout.

h Preferences ? X

Layouts Layout Preferences
Sequence' Show camera names when opening a layout
Thumbnails

Bandwidth Open new layout if selected cameras do not fit in current
Sessions
Display Do not warn me when deleting a non-empty layout
General

Language

Sequence: Has options to select cameras for sequence and sequence
interval.

ﬁ Preferences ? X

Layouts Sequence Preferences
Sequence
Thumbnails
Bandwidth ) Cycle through all cameras in a layout
Sessions

Z Sequence interval (20 seconds) .
Display
General
Language

@ Cycle through only selected cameras in a layout

Thumbnails: Allows you to modify the time interval for the thumbnail
update.
Preferences ? X

Layouts
Sequence
Thumbnails
Bandwidth [ |
Sessions
Display
General
Language

Thumbnail Preferences

Update thumbnails every 2 minutes
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4. Preferences (Contd..)

Bandwidth: When using the A| Cortex VMS software on a high end PC,
which supports hardware accelerated video decoding, this option will be
enabled. Users can check or uncheck this option based on the available
network speed. It is advised to check this option when the network is a VPN
or a slow-congested LAN to improve video streaming quality.

“ Preferences

Layouts
Sequence

Bandwidth Preferences

Thumbnails This computer Is on a VPN, or a slow or congested LAN
Bandwidth
Sessions
Display
General
Language

Sessions: Session management allows these changes:

- Enable/Disable session management

- Save session on exit

- Warning to save the session on exit

- Start up session selection between ‘Default’, ‘Custom’, and ‘None’.

Default: This is a default session. It automatically saves changes on exit
and loads the default session on start-up.

Custom: Different users can choose their own session file that they want
to be saved and to also auto load on start-up. It can also be protected
through password protection.

None: No default session will be loaded at start-up. The user has to

choose either a new session or open an existing session. This option allows
the user to choose between different session files at start-up.
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4. Preferences (Contd..)

n Preferences

Layouts Sessions
Sequence [T ek
o Enable session management
Thumbnails 9
Bandwidth Always save session on exit
Sessions
S Warn me if session is not saved on exit
Display
General ‘i : ;
Do not warn me if session is not saved an exit
Language

Startup session: Default \f

Session File:

Browse

Display: Allows the user to choose to either never disable the video display
option or to disable after a set ideal time duration i.e. time duration of no
user activity.

n Preferences

Layouts Videa Display Control

Sequence

Thumbnails ® Never disable video display

Bandwidth () pisable video display if there is no user activity for
ki 30 Minutes
Display

General

Language
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4. Preferences (Contd..)

General: Allows the user to enter duration in minutes (1-15, 0 to Disable)
to disable the video Control Panel ( VCP Settings window) on inactivity.

Iﬂ Preferences

Layouts Video Control Panel Inactivity Timeout
Sequence

Thumbnails
Bandwidth
Sessions
Display
General
Language

4 Minutes (1 to 15, 0 to Disable)

Language: Allows the user’s Language preference.

m Preferences

Layouts Language Preference
Sequence
Thumbnails
Bandwidth
Sessions Note that language change requires a restart of Cortex VMS
Display
General
Language

Please select a language | English >3

User can choose either | tenguage Preference
English or Italian or German
or Arabic or Bulgarian.

Please select a language | English

g
" Ttaliano(Ttalian)
Note that language change requires a rest: Deutsch(German)

auy=li(Arabic)
6varapcku(Bulgarian)
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5. Customising the interface layout

Each part of the user interface can be customised to suit a particular needs
regarding the use and operation of the A| Cortex VMS software

| e
File Edit View Tools Help

CHERCI

6dM/R Remove MR Show Selected  Show All

4 9@ o @

I
uanca Al Flayback Tooi VA Setings Alarme

. Ceenesinon @

Devices
Select Loyout
= 19216818205

e

[
—

[ o zees

2497

BB oo 2003 T
I
Rl oo 2400 m
— W
R oo 207 :
n 1PCam 249.12
R reom 202
| & [

PE—

. .. ¥ | &

55 [
Results

As well as using the ‘View’ drop down option menu and the options upon it
to customise the layout of the interface (see page 7 for more information),
you can also choose different layouts for the live view video panels on the
monitor window. The layout choices are provided on the live view panel
section on the interface, under the tab ‘Create new layout’, see below.

Create new layout

Create tew Loyout )

Selecta Layout
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5. Customising the interface layout (contd..)

Different layouts are as below:

3x3 4x4

1010

8x8

The various layout options are shown above. The multi-panel video window
can have either 1/4/9/16/25/36/64/100 live camera feeds and you can
arrange those cameras in an order to suit how you would like to monitor
the security system. To choose which panel will show a particular video
channel you need to select and hold down the left mouse button over the
video channel from the list and then drag it to the desired panel on the grid.

X Corex VIS - Detaun

File Edit View Tools Help

@ 5 49 4 9 9 @4

¥ =
AJGNVR Remove NVR  Show Selected Show All  Sequence Sequence All  Playback Tool  NVR Settings  Alarms

21 228 Creste aw Loyout
Devices

T
v Y 192.168.18.205 -
IPCam 249.11 4 — "

IPCam 248.15

o 1PCam 248.4

SR (Pcam 249.7
1PCam 248.13
1PCam 2499
1PCam 2487
1PCam 249.12

IPCam 2488

192.168.18.205: IPCam 248,15 (LIVE)

IPCam 249.3

IPCam 248.10

IPCam 249.15

IPCam 249.13

INCEERERENENEE

Results
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5. Customising the interface layout (contd..)

e You can remove video channels from the panels by hovering the cursor
over the panel, holding the left mouse button, dragging the cursor to
an area outside the multi-panel viewing window, and then releasing
the mouse button.

e The other method to add video channels to the viewing window is to
highlight a blank panel then going to the left hand side list double
clicking on the camera channel you wish to view in the selected panel.
The panel will automatically show the selected camera channel.

Customising video channel layout:

To further customise the live video multi panel window you can move and
arrange the video channels into the desired panels. To do this you need to
hover the cursor over the panel with the video channel you wish to move
to a new panel, press and hold down left mouse button and drag the
video channel to a new panel.

Drag video channel to new panel Video channel will relocate to new panel

If the panel you are dragging the video channel to already has a video
channel allocated to it, the software automatically swaps both video
channels.

Drag video channel to an Both video channels swap
existing video channel panel placement
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6. Right Click drop down options

Blank Panels:

When clicking the right mouse button over a blank video panel the
following drop down options appear:

WEa 3 3 3@ Ehange b
= wn [ v Show Camera Name

-
= Select All
—
— Unselect All
= Swap Video
(=]
=

Remove Video

Change Tab Title: Select this option to rename the | nease enter ttie oftab:
title of the current video panel arrangement tab. 22

oK Cancel

Show Camera Name: Select this option when you want the video channel’s
panel to display what name it is listed with. The name will appear with a
gray bar at bottom of the panel.

Select All: Selects all panels within the tab. Highlights each panel within a
yellow box.

Unselect All: Unselect all panels if they are already highlighted.

PTZ
Populated Panels: E-PTZ

Smart Search

Instant Playback ¥

Change Tab Title
~ Show Camera Name

Select All
Unselect All

Swap Video
Remove Video
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6. Right Click drop down options (cContd..)

PTZ: This feature allows you to control several connected PTZ cameras of current

NVR. You will have the ability to physically rotate the camera head to its functional
extremities and zoom the focus in and out, remotely.

Clicking on this will open new popup window with PTZ controls as shown below. Using
the mouse click on the individual control buttons to manoeuvre camera.

Arrow Keys: Each arrow will make the camera

rotate in that direction. PTZ ul
Home Key : This button makes
ﬂ camera to pre-set Home scene. It is
set using ‘Set Home’ button. % 4 ”
Focus Keys: If the PTZ camera you are | & ﬂ >
controlling has these capabilities, you ca
adjust the lens Focus (Near or Far) if the image 4 L 4 -
is blurred. ‘
Zoom Keys: These two buttons will allow you &‘ .'.‘
simulate movement to and from the scene in Q «Q» Q

front of the camera.
Iris Keys: You can adjust he Iris (Close or Open) IA_M
if the image is too light or dark. o A

(@] & X

Snapshot feature that allows you to
m take a single frame snapshot from a
camera’s recorded video footage and save it to
a USB storage device. (see ‘Video Snapshot
Function’ on Page 35 for more information).

|I| Set Home: This button allows you to

set home scene for the camera. A
confirmation window will appear, click on ‘OK’
to set current scene appearing in the video tile
as Home Scene.

button to exit PTZ.
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6. Right Click drop down options (Contd..)

E-PTZ: This will open up an Electronic Pan Tilt Zoom control window. As
highlighted in the red box below:

B2 o reata 1w Layou

Bot ¢« 2 »

I

Channell2

This is an exceptionally useful function when using the High Definition
footage quality of the static IP cameras, because of the amount you can
digitally zoom into the image before it becomes too pixelated.

You can also use the EPTZ function on playback, to zoom in and out and
move in any direction on a selected camera channel.

EPTZ is also available in full screen mode. Double click on any camera during
playback to go full screen. Double click again to revert. The below area has
been zoomed in using the EPTZ function.

EPTZ CONTROL BAR

The EPTZ control bar will appear on the screen. You can easily Zoom in and
Out and move in any direction.

You can use the arrow buttons to move about once you have zoomed in to
the video image.
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6. Right Click drop down options (contd..)

E-PTZ u

Snapshot feature that allows you to
© take a single frame snapshot from a
camera’s recorded video footage and save it
to a USB storage device. (see ‘Video Snapshot
Function’ on Page 35 for more information)

button to exit EPTZ.

LS

*

o

&‘

Q
o
Fa

Smart Search: This feature is available only on X-Range NVR and also
only for cell based cameras. When you click on the ‘Smart Search’ option, a
new window pops-up to enter search criteria as shown below:

® | Smart Search Region Selection ? X
192.168.18.210 ~|
|IPCam 31.121 2

Start Time [July 4 2023 | [00:00:00 [Z] End Time [23:50:50 [2

Sensitivity B

| [&] | X
: )

Clear All Select All

Regions Included: None

Close Apply
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6. Right Click drop down options (Contd..)

Steps

a. Select the NVR from the drop down list.

b. Select the Camera from the drop down list.

c. Provide Date, Start Time and End Time.

d. Setthe motion sensitivity by using sensitivity slide bar. Sensitivity value
ranges from 1 —30. Where 1 is least motion and 30 is highest motion. By
default Ul sets the sensitivity value as 15.

e. Select the interested region from the region selection window by
dragging the mouse inside the region window. User can click “Select All”
button to select the entire region.

f.  Then click on ‘Apply’ button to proceed or ‘Close’ button to exit.

It will generate and show all thumbnails for given criteria with message box
stating that ‘Smart Search. Completed’ as shown below

QO0Q 000

To see the video footages, click on required thumbnails
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6. Right Click drop down options (contd..)

Instant Playback:

This method allows you to efficiently and quickly playback footage from a
particular camera. Meaning that when you login into the playback
interface, the camera you have selected will already be displaying in the
video playback section of the interface.

e Firstly decide which camera you would like to view footage from, and
right click on the top of that camera tile.

E-PTZ
e Find the option ‘Instant ——

PlaybaCk’ and hover the cursor Instant Playback ~ * Playback this camera 1 minute ago
over |t tO bring Up the neXt Set Change Tab Title Playback this camera 5 minutes ago

~  Show Camera Name

Playback this camera 10 minutes agd

of options (h|gh||ghted in the —— Playback this camera 15 minutes agd
. Playback this camera 20 minutes agd

red bOX on the r|ght) Unselect Al Playback this camera 25 minutes agq
Swap Video Playback this camera 30 minutes agq)

Remove Video

e Select how far back you want to go, from 1/5/10/15/20/25/30 minutes
instantly. Once selected, you will be able to playback that particular
camera’s footage.
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Playback Tool

7. The Playback Interface

You can access the playback interface by clicking on the
‘Playback Tool’ icon, as shown to the left here.

You should see the playback interface appear, as shown below.

B Flaybuack Views:

You will see that there are no cameras populating the video playback
section (highlighted by the red box) on the interface. You will be able to
populate this section and be able to view recorded footage from each
camera if you follow these steps:

e Select tiling view for playback
View all IP cameras on your NVR (Up to 36 Cameras).

1 2 3 4 5 6 7

IEEERE]Y LS
1 = Full screen
2 = 2x2 layout
4 = 4X4 layout
5 =5X5 layout

6 = 6X6 layout

7 = Populate tiles (All connected
cameras will be shown on tiles.
Maximum of 36 tiles)
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7. The Playback Interface (contd..)

e Select recording date on Calendar

Select which month and day you would like to playback footage from. Your
HDD size will determine how far back in the past you can go. Dates
highlighted in green represent recorded footage is available for that day,
blue date indicates the day you have selected, white date indicates no
footage recorded.

June, 2023 3

T w 1 F S S

30 31 1 2 & 4

6 7 8 9 10 11

(S -

20 21 22 23 24 25

27 28 29 30 1 2

T —A | P 4 5 6 7 ] g

e Select Camera for Playback

This will show thumbnails of all cameras which are connected to the NVR.
You can drag and drop these into the tiles to view.

Devices

v == 192.168.18.205

=
IPCam 249.11
ﬁ IPCam 2484
i |
h IPCam 248.15
IPCam 249.7
E IPCam 248.13

| X
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7. The Playback Interface (contd..)

e Activity Timeline

This will show each camera’s
(currently displaying on one of the
tiles above) levels of motion activity
during a set time frame.

Please turn to Page 32-34 to see full
explanation on how to use this.

All tiles in Video Playback Interface are in Asynchronous Playback mode.

In this mode only selected tiles will respond to any action such as Rewind,

Fast-forward, Play etc. € June, 2023 >

. ( T w T F S s
Here timelines are shown on blue marker.

30 31 1 2 3 4
When using two or more tile view and would 0 11

6 7 8 9
like to playback footage from particular day --- 1718
on all tiles, select right side calendar. 20 | 21 | 22 | 23

24 25
27 28 29 30 1 2
- 5 6 7 8 9

When using two or more tile view and would like to playback footage from
different date on different tile(s), then select tile(s) and use calendar having
on bottom part as shown below:

@ 6 @ @ @ June 15 2023 v | |00:00:00 /2 6
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7. The Playback Interface (contd..)

e Using the Playback Controls and Time & Date Selection

Highlight the camera shown on the
tiles by clicking on it. Use the
playback controls to rewind, play,
pause. fast-forward and single step
fast forward video footage.

You can also select the precise time
and date of the footage you wish to
view.

@ @ @ @ | June 15 2023 v | |00:00:00 £| @

¢ Incidents Records, Incident Records Backup and
Snapshots

With the help of Incident button, you will be able to create an incidents
records list, so you can refer back to it when you want to re-examine
recorded footage. Please go to Pages 35-37 for a full explanation.

The button next to it will allow you to backup recorded video for the
incidents created using incident window. Please go to Pages 38 for a full
explanation.

By clicking on Snapshot button, you can take snapshot of 1x1 layout or full
screen. Visit Page 35-37 for detailed explanation.

Incidents Backup Snapshot View new
Button Video Button alarms

P=
0OO®
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7. The Playback Interface (contd..)

e Selecting and arranging camera

To view their recorded footage within the playback interface, there are
numerous ways to select and arrange the connected cameras. Giving you
this flexibility will allow you to setup and tailor the interface towards your
preferred way of viewing the recorded video footage.

Below is a list of ways to view video in the playback monitor:

Method 1: Double click on thumbnail to automatically place in the first
empty tile.

Method 2: Select a tile with a left click and then double click on thumbnail.

LELELES

1. Selecttile 2. Double click camera thumbnail
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7. The Playback Interface (contd..)

Method 3: Drag a thumbnail onto a specific tile, by holding down the left
mouse button over the thumbnail, moving it to the tile, and then releasing
the left mouse button.

Method 4: Rearrange a camera by dragging to the desired tile.

1. Hold down left mouse button e - ”"’I
over camera tile you wish to
move to a new tile.

2

This icon should appear when
you are moving the camera
over to the new tile.

2. Release mouse button when
the cursor is above the tile
you are moving the camera
to.

LURRUE L

The camera footage should
now appear in the new tile

i’
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7. The Playback Interface (contd..)

Method 5: Remove a camera by dragging it outside the video monitoring
area.

M Playbeck Viewsr

B o7

Method 6: After selecting the NVR from the device list, click icon gg] to
display all cameras.

) e

2 3
508 |7|® & W
2 1B W1

% a w ® N

Davices

= 19216016205

Pam 2401

g om0
-

i ez

1PCam 249.7

31 Copyright 2023 PureTech - Quis Lighting & Security Ltd. All rights reserved. Cortex VMS User’s Guide



8. Using the Playback Timeline

As part of the newly updated intuitive playback interface is the incident timeline.
This is found at the bottom of the playback interface and allows you to search for
specific incidents within a specific time frame. The timeline will display detected
movements as green level bars and pink colour for analytics event during a 24-hour
period. This chapter will show you how to use it.

Timeline is highlighted by the red box below:

20230619 00.04.04

For each camera displayed within each video tile, an incident timeline will appear
in the section at the bottom of the playback interface. Use the scroll bar to find the
camera footage timeline you want.

Firstly, select the day on the calendar you wish to view | S g
M i w T F S 5]

the video footage from. The timeline(s) will then | ~

display any motion activity. S PER 9 10

8 ,
oo

;
The timeline(s) can be zoomed into by using the Zoom &l ° 2@ 22 2 24 2

. . . 26 27 28 29 30 1 2
buttons in the timeline or mouse wheel

3 4 5 6 7 8 9

so that you are able to view a more decisive time period of incident activity. You
need to have the mouse cursor over the timeline section in order to zoom in.

You can also start playback from a particular camera at a particular time by clicking
on the timeline and then the timeline will be automatically updated.
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8. Using the Playback Timeline (contd..)

07:3|6:39 08:5‘2:46 10:0|8:52 11:2|4:59 12:4|1:05 13:517:12 15:1|3:19 16:2?:25 17:4|5:32

TR B | TRTITEn ]

Each green column represents a level of motion activity. Tall and numerous
columns represent a high level of motion caught by the camera(s)

If camera supports analytics, playback activity timeline will show analytic events as
part of timeline. By default, all analytics activities are clubbed together and shown
using pink colour bars, along with green coloured motion activity bars. To bring up
individual analytics activity timeline, right click on activity timeline and select
analytic type.

QD (renzn |z O @ @

5 e s oo o 03

Analytic activity timeline with each column showing the time when analytics event
happened. Clicking on individual column will bring up video of event

By using the settings to change the time periods for the timeline, you will be able
to scrutinize footage data in greater detail and efficiency.
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8. Using the Playback Timeline (contd..)

22:47:05 OO:Oi):O'C
Use the scroll bar on the
bottom to pan left/right in
the timeline.
Use the scroll bar on
c the right to move
o= between cameras.

You can also use the mouse scroll wheel to zoom in/out of the timeline, when you
have the cursor hovering over it.

*Varying motion levels and analytics events are only displayed and recorded when
using selected QVIS cameras. Otherwise the timeline will only show when video
was recorded, and not columns depicting different levels of motion.
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9. Snapshots and Incidents Records

e Video Snapshot Function

On the A| Cortex VMS there is a Snapshot feature that allows you to take a single
frame snapshot from a camera’s recorded video footage and save it to the same
Windows system or a USB storage device. This feature allows you to store and
distribute the snapshot to external data storage mediums away from the NVR. The
snapshot feature is part of the Playback Interface.

EELEEL Locate and select the
e il Snapshot icon on the
playback interface,
see icon below:

e

° Clicking on snapshot icon will open Snapshot window as shown below.

PM Snapshot ? >

Save Snapshot To:

Directory Location: C:/Users/qviss/Downloads Change l

File Name: 192.168.18.210_IPCam 31.153_2023-06-19T144619] -jpga

Save Cancel

° Insert your USB storage device into one of the USB ports on the windows
machine. Select the ‘Change’ button to locate the USB storage device and
select it.

° Rename the snapshot in the ‘File Name’ field if required and select ‘Save’.

° Select ‘Cancel’ to close window.
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9. Snapshots and Incidents Records (contd..)

¢ Incidents Records

This chapter will explain how to create an incidents records list. The next chapter
will show you how to back up this list’s video footage to an external data storage
device.

Following on from ‘Incidents Records and Incident Records Backup’ on Page 38;
when you click on the ‘Incidents’ button (located just above the camera footage
timeline viewer) the ‘Incident Viewer’ window will appear:

Steps in creating an Incidents records:

1. The incident viewer will allow

you to index particular incidents

caught on one or more cameras.

It will display the start & end

L= times of each recorded incident
and which camera captured the
footage. You can also give the
incident a unique reference
name to help you to distinguish
between each of them

2. Click on the ‘New’ button at the

bottom of the window (shown in

the red box to the left) to add a

1 Incident Viewer ? X

No Incidents To Display

Lt ] e Al new incident to the list.

3. The window, shown on the right, will | "™*"* T
appear after clicking on the ‘New’ R Y m
button. Sl

4. To index or edit an incident record, select gi’;z:xf
which camera the incident was caught ¥ &ranzes

[ Pcam 249.9
on. D

5. Then input the precise date and time of g:z::::z .
the incident in to the ‘Incident Start - Cormeras selector 1
Time’ and ‘Incident End Time’ input Incident Start Time: [une 20 2023 | [11:00:00 g
tabs. You will need to refer to the [rnserms  Dmemma  /huio <]
timelinetbdR to fific.the-pracise timesdm™ | o e e |
date of incident. [ Geneggp#Micident Name Automatically

6. To give the indexed incident a name, you 4 close

can either allow the interface to
automatically create a unique one or you can manually create a desired name.
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9. Snapshots and Incidents Records (contd..)

81 Incident Viewer ? X

7. Once you have filled in all the fields click on ‘OK’ -
Incidents

button and you will now be able to see the v [192.168.18.205-AQ-20230620110000-20230620...

. v : \ . . NVR: 192,168.18.205
indexed incident on the incident viewer. IPCam 248.13

Start Time: June 20 2023 11:00:00
End Time: June 20 2023 11:10:00

8. You will also be able to amend any details of each
indexed incident by selecting the particular
incident name and then clicking on the ‘Edit’
button at the bottom of the window. o = e
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10. Incident Records Backup

This chapter will show you how to back up your incident list’s video footage to an
external data storage device (The device you are using A| Cortex VMS upon).

Next to the ‘Incidents’ button on the Playback interface there is another button
which when clicked upon, will bring up the ‘New Backup’ menu window as shown
below:

The ‘New Backup’ menu will allow you to create an external backup copy of the
selected indexed incident. This will allow you to either transfer the video footage
of the incident to another playback device or to keep as a backup archive just in
case the master copy is destroyed

1. To backup incident footage; firstly [&inewsackup 7 X
select the incident, you would like to
. Ingi
backup, from the list. v [192.168.18.205-AQ-20230620110000-20230620...
NVR: 192.168.18.205 I
IPCam 248.13
2. Select where on the local Start Time: June 20 2023 11:00:00

. 7 . y End Time: June 20 2023 11:10:00
workstation’s / PC’s storage device you

would like to store the backup file to
(click the ‘Change’ button to designate

the destination to save backup file). — — —
Estimated Backup Size: 293 MB

3. Then finally select ‘Backup Now’ and |t
the file will be downloaded from the |l e
NVR and on to the local workstation’s
/ PC’s storage device.

Ready for backup

Backup Now I Quit

3 5=cr oowmiond Pregress X

Incident Erogress

4. The window shown to the right Will |, sz

appear and it will show you the o .
progress of the video download to the 7/'0
designated destination W

status ‘Downloading...’. [ S e o o o

i recurvmenced 1 keep berk loyout o smpy U . the buchground Lo rprove the dowloade speed

Jos0zme

| e — 7 X

5. The software will tell you status ‘Done’
message when the download has been
complete and successful.  pmmm———

Incident

 192.168.18.205-AQ-20230620110000-20230620

ets:
s racommentad 1o s bank Iayout o ampy ts 1 the backqron
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11. VCP Settings

After clicking on ‘NVR Settings’ button, authentication is required to open ‘VCP
Settings’ window.

Type in your ‘User Name’ & ‘Password’ |7 Please Enter Account Information X
when the login screen and keyboard appear.

If you forgot password, click on ‘Forgot |username: |
Password’ button, a pop-up window Will [password: |
appear with necessary details to get the new

password from NVR Admin or Quis Labs | Forgot Fassword Cancel

depending on whether you are a new user
or NVR admin.

Once you have successfully logged in, It will open up the ‘VCP Settings’ window
where you can modify the NVR and camera configuration and parameters and set
them to run your CCTV security system.

'VCP Settings’ window will display 8 menu headings. These 8 menu headings are
highlighted below by the red box.

81 VCP Settings - quis-72ce4d X

I IP Camera Analytics Network Settings NVR Settings User Alarm Info Support I

1P Camera Management IP Camera Settings Recording Schedule

IP Camera
Analytics
Network Settings
NVR Settings
User

Alarm

Info

Support

The IP Camera Menu has 3 sub menus:

IP Camera Management
IP Camera Settings
Recording Schedule

#1 VCP Settings - quis-T2cedd X

[P Camera Management [P Camera Settings __ Recording Schedule

arm  Wfo | Support
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11. VCP Settings (contd..)

IP Camera (Continued)

IP Camera Management

This menu will deal with Search, Add and Remove of IP cameras.

|87 VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support

IP Camera Management IP Camera Settings Recording Schedule

Camera Name IP Address User Name Status 2
] IpCam 31.164 192.168.31.164 Default admin ® (+] |
(] IPCam 31.162 192.168.31.162 Default admin @ (+)
[ 1pcam 31.155 192.168.31.155 Default admin (] (+)
(] IPCam 31.152 192.168.31.152 Default admin @ (+)
[ 1PCam 31.140 192.168.31.140 Default admin (] (+)
(] IPCam 31.135 192.168.31.135 Default admin @ (+) v

Discover Manual Add Add All Add Selected

Edit

Camera Name IP Address Status Preview Info Remove
[J 1pcam 248.1 192.168248.1 @ = (i) @
(] IPCam 2482 192.1682482 @ = (i) ()
] IPCam 24.11 1921682411 & = () & (-]
[ 1PCam 248.4 1921682484 @ = (1) @
] 1pcam 248.5 192.1682485 @ = () @

[] 1IpCam 248.10 192.168.248.10 = E ¥

Remove All Remove Selected

Finished searching the IP Cameras in the network.

Close

y
List of IP Cameras added to NVR

Discover:

Will search for the IP Cameras in the network. Discovered IP Cameras are shown in
the upper list.

Manual Add:

By clicking on this button, you can add IP cameras manually from the discovered
list. This leads to new pop-up ‘IPCam Manual Add’ window, where you must fill
camera detail such as IP Address, Camera Name and Port and IP camera
Authentication such as Username and Password as shown in the next page.
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11. VCP Settings (contd..)

IP Camera (Continued)

# | IPCam Manual Add X

IP Address  |192.168.16.1|
Camera Name IPCam 16.1
Port Default

IP Camera Authentication

Username
Password

Confirm Password

Il

| OK | Cancel

Click on ‘OK’ to continue, ‘Cancel’ to discard changes.

Add All:
All discovered IP Cameras will be added to the NVR.
Add Selected:

One or more selected cameras will be added to the NVR. Selection can be done by
ticking check box in the Camera Name column.

Remove All:
Removes all added IP Cameras from the NVR. For PnP cameras you need to
disconnect the cameras first then try to remove.

Remove Selected:
Selected Cameras will be removed from NVR.

© Add:

By clicking this icon and after providing valid camera’s user credentials, you can add
discovered IP cameras to the NVR.
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11. VCP Settings (contd..)

IP Camera (Continued)

In X-Range NVR, this leads to open ‘IP Camera Authentication’
window with auto filled default data, based on vender
specific. If incorrect username or password is provided,
camera does not get added. ]

In The Commander NVR, this leads to open ‘IP Camera
Authentication’ window, where you must fill IP Camera's user
credentials. If incorrect username or password is provided,
camera does get added but will not stream. Use Edit camera

option for modifying the correct username/password later. ==

(V] / ® status:

] IP Camera Authentication X

Username | admin |

|
Password | ee

Confirm Password  eesssesssessses

Enter only if IP Comeras’ credentials have been
changed. Otherviise “default” credentials of known
IPCs vatll be applied.

o] o

1 IP Camera Authentication

Username | admin|
Password
Confirm Password
Enter only if IP Comeras’ credentials have been

changed. Otherwise "default” credentials of known
IPCs will be opplied.

Lo ]

Cancel

This symbol shows status of the IP Camera, whether it is connected to the NVR or
Not. Green tick means it is connected to the NVR and Red X means it is disconnected.

[:.A ll
L
!

IP Camera Preview window will open when you click on
this Icon, it will show a preview of the camera channel.

Preview:

(1) Info:

[ Preview

When you click on this button, Camera Information
dialogue box will open. Every detail of selected IP
camera will be available here

& Camera Information X
Neme: TPCam 2432
P Address: 192.163.248.2
Seral Ko.: 00460607051
Subnet Mask: 2552552550
Gateway: 192.168.248.23¢
DHCP: Static
Model: TPOMAXT
Manufacturer: Cortex
Mac Address: 00:45:b8:07:00:51
Frmware Version:  VS00.R005.711D.01FD.C0051.6006
Video Encoder: 255
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11. VCP Settings (contd..)

P Camera (continued)

@ Edit' 7 1P Camera Edit Dialog >
. . NG P Address  [192.168.2982 |
When you click on this button an IP Camera Edit Dialog e ‘
box will open. IP Camera name can be edited here. port [Dotoult ‘
Also User password can be edited or updated. It needs | © =™ i e
IP Camera Authentication. Click on ‘Save’ to update o = :
nfirm Password  [seese |
changes.
[ save | Cancel
e Remove:

By clicking on this Icon, you can remove IP camera from the NVR.

IP Camera Settings

IP Camera settings like audio, video, motion sensitivity etc can be set using ‘IP
Camera Settings’ for each of the IP camera.

W] VCP Settings - quis-72ce4d X
IPCamera  Analytics ~ Network Settings ~ NVR Settings ~ User  Alarm  Info  Support
IP Camera Management P Camera Settings  Recording Schedule
A
Select All O O Select Quality ~
1 IPCam 248.1 192.168248.1 [} O Best -
2 IPCam 2482 1921682482 [=) O O Best %
3 IPCam 24.11 192.168.24.11 &l O Best -
4 IPCam 2484 192.168.2484  [&ll O Best -
5 IPCam 2485 1921682485 [} O O Best =
6 IPCam 248.10 192.168.248.10 [} O Best %
7 IPCam 2487 192.168.2487  |[a] O O Best v
8 IPCam 248.8 1921682488 [} O O Best -
9 IPCam 2633 1921682633 [} O O Best e
10 IPCam 26.151 192.168.26.151 [} O O Best %
1 IPCam 248.11 192.168.248.11 [} O Best 7
12 IPCam 248.12 192.168.248.12 [} O Best -
13 IPCam 248.13 192.168.248.13 [} O O Best &
Apply Cancel More Motion Settings
Close

If you wish to set all the camera settings to the same, you can click on the ‘Select All’
button.
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11. VCP Settings (contd..)

IP Camera (Continued)

The ‘SI. No.’, ‘Camera Name’ and ‘IP Address’ columns will list the details of each IP
camera configured to work with the NVR.

Preview:
Provides preview window for each IP Camera.

Is Covert? :
Check this box if you want to make the particular camera covert. Only users with
enough privilege will be able to view such cameras. (See Settings - User).

Audio:

Check this box if you want to enable the Audio on audio supported cameras. After
saving this, if you right click on video wall, you can see the ‘Play Audio’ option. It also
shows a audio speaker knob on the camera tile when enabled the audio.

Video Quality:
You can set the quality as either BEST, BETTER, NORMAL, GOOD, FAIR & CUSTOM.

CUSTOM:

NVR sets the default encoder setting on the IPC - which is normal video quality when
the IPC is added to the NVR. There is no point in pre-configuring the IPC before adding
to the NVR. After adding, video quality can be changed using the NVR settings menu. If
custom setting is needed, video quality should be changed to custom in the NVR setting,
before changing the setting on the IPC. In other words, first keep video quality to
‘CUSTOM’ mode and save it. After that login to IP camera GUI and do changes.

Here you can change following three parameters under main stream.
a. Frame Rate

b. I.Frame Rate (it should be same as Frame Rate)

c. BitRate

Should not do any changes in other parameters.

Click on ‘Apply’ to save selections. Click on ‘Cancel’ to discard changes.

click on ‘More Motion Settings’ to set where on the camera’s field of view

the NVR will detect any motion and shown on the camera’s motion sensitivity
timeline in the playback interface.

The ‘IP Camera Motion Region Selection’ window will appear, as shown in next
page.:
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11. VCP Settings (contd..)

IP Camera (Continued)

® IP Camera Motion Region Selection <

FCom 2454 =

—» Region Selected

Regions Includec: 81

v [=1L—> Apply

Note: Only our professional range of IP cameras will show the level of motion
activity on the motion sensitivity timeline in the playback interface. All other
cameras will show a constant band.

The camera’s field of view will be completely cleared to start off with, but
you can click the sectors on the grid where you want the NVR to register
motion activity on the camera’s motion sensitivity timeline in the playback
interface.

Regions included marked in the Yellow box.

Click on ‘Apply’ once you are happy with your motion detection setup.

Recording Schedule e X
PCamerz  Analics  Neswork Settings L2 catoy Marm  Tofo Suppeet

The A| Cortex NVRs always record | "™ '”’“""S“""‘

all connected cameras at the e Emm

resolution, frame rate, and

quality specified in Camera

Settings. The Schedule function

is used to modify this behaviour | B
during selected time frames.
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11. VCP Settings (contd..)

IP Camera (Continued)

1. To Set Up a Scheduled Recording: In the ‘Recording Schedule’ sub menu you
can see a one-week gridded calendar. Each grid represents a specific half hour
(listed at the left in 24-hour clock format) on the given day (listed at the top in
Sunday-Saturday format).

2. Clickin the grid that corresponds to the time the NVR is to begin recording.

B VCP Settings - qvis-/2ce4d

P Camera Analytics Network Settings NVR Settings

IP Camera Management IP Camera Settings Recording Scf

‘ . — . Grid that corresponds to
Sunday 2y Tuesday wi
_~| thetimethe NVR s to begin
recording.

01:00
01:30

Grid that corresponds to
the time the NVR is finish

B recording.

3. Clickagaininthe grid that corresponds to the time the NVR is to finish recording.
This brings up the Recording Schedule Settings window, which allows
customization of this particular scheduling ‘block’.

Apply to Day(s): ThIS SerieS Of | Recording Schedule Settings X
checkboxes allows for | name: 1
dup|lcati0n Of thiS SCheduhng Apply to Day(s): [ ] Sun [“] Mon [JTue [Jwed []Thu [JFri []sat
block over mu|t|p|e days of the S Camera Use Motion Recording
3 . S Name Defaults Sensitivity Type

week. Simply click on the box to 1 1PCam 248.1 Best - off + Continuou: *
apply the newly created block to 2 IPCam 248.2 O Better ~ | Max ~ Continuou: *
th td 3 IPCam 24.11 O Good ¥ | Max ¥ Continuou: ™

d ay' 4 IPCam 2484 O Normal ¥ Min ¥ | Continuou: ~

5 IPCam 248.5 Best il * Continuou: ¥
camera Name: ThlS is the user- - 6 IPCam 248.10 Best | Off % Cominuou;’v
assigned name of the numbered o
camera. By default, this is IPCam i
Close

248.1, IPCam 248.2, etc.
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11. VCP Settings (contd..)

IP Camera (Continued)

Use Defaults:

If this box is checked, the associated camera will record continuously at High Quality
video, with Motion Sensitivity turned Off. (These defaults can be changed by using
the ‘IP Camera Settings’ under Settings.) If all cameras are set to ‘Use Defaults’, we
won’t be able to create schedule.

If this box is unchecked, the following four options become editable:

Video Quality:
By clicking on the drop-down menu, the quality of the recorded video can be changed
to Best, Better, Normal, Good or Fair. The default value is Normal.

Motion Sensitivity:
By clicking on the drop-down menu, the motion sensitivity setting of the associated
camera can be changed to Max, Med, Min, or Off. The default value is Off.

Note: To record when even the slightest motion is in the camera’s field of view, set to
Max. Conversely, to record when only significant motion is present, set to Min.

Recording Type:

By clicking on the drop-down menu, the Recording Type of the associated camera can
be changed to Continuous or Motion. The default value is Continuous.

When all values have been properly edited, click on ‘Apply’ to save the changes. Click
on ‘Cancel’ to discard. The Recording Schedule Settings will now look like this:

81 VCP Settings - quis-72ce4d

PCamera  Analytics  NetworkSettings ~ NVR Settings ~ User  Alarm  Info  Support
IP Camera Management TP Camera Settings  Recording Schedule

Close.
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11. VCP Settings (contd..)

IP Camera (Continued)

Once a block has been created, the Schedule Details can be edited, or the block can
be deleted. Simply right click anywhere on the block to bring up a pop up with two
options (as highlighted in the red box below):

| VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support

IP Camera Management IP Camera Settings Recording Schedule

Saturday|

Tuesday

Wednesday Thursday Friday

Midnight
00:30
01:00
01:30
02:00
02:30
03:00

Edit
Delete

Close

Edit: This opens the associated Schedule Details window for editing.

Delete: This deletes the selected block from the schedule window.

Note: When configuring, there is a maximum scheduling block of 24
consecutive hours. If a block is to be longer than 24 consecutive hours, an
adjoining block must becreated. If the settings are consistent from one
block to the next, there will be no interruption in the recording.
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11. VCP Settings (contd..)

IP Camera (Continued)

In The Commander NVR, Recording Schedule GUI has changed as shown below.

&1 VCP Settings - qis-7b48cf X
1P Camera Anaitics  Network Settings ~ NVRSettngs  User  Alam  Info  Support
S el ect th e c amera P Camera Management [P Camera Settings  Recording Schedule

l —— Em 1.128 - I

Select the Day ¢=———tfvm 1
Period 1 00:0 2 [00:00 21 || Apply Al Day
Period 2 00;00 2 Toosor 211 Apply AN Day
Period 3 00:00 < loc |1 Apply AN Day
Apply All Day
period 5 00:00 < oo:oc 2| | Apply Al Day

(] Enable full day recording

Pre-Context |4 "] (Range should be between 0-30 seconds )

Apply

Key features:

e For full day recording: Select the check box of ‘Enable full day
recording’.

e Recording can also set five (5) different period of a day. Here de-select
the check box of ‘Apply All Day’.

e Recording can also set five (5) different period of All the day by
selecting the check box of ‘Apply All Day’.

e Pre-Context range should be between 0-30 seconds.
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11. VCP Settings (contd..)

Analytics

Analytics:

This menu allows you to configure Video Analytics on Video Analytics capable IP
cameras in the A| Cortex NVRs. This is a smart feature which can be used for
analysing the events occurred in real time and alerting the user about the same.
There are 14 different analytics features supported.

A 4

B | VCP Settings - qvis-f36b{d
IP Camera Analytics NBtwork Settinds

> ﬂA:“E:l@w‘f\ksW@

IPCam 31.122

1. Line Crossing: Allows you to add a line or multiple lines on a specific camera
that acts as a virtual barrier. If the set line is crossed, then alarm gets triggered.
In The Commander NVR, it is called as ‘TripWire’.

2. Area Intrusion: Triggers an alarm when any object intrudes the defined
region. Named as “Intrusion” in The Commander NVR.

3. Object Missing: Triggers an alarm whenever an object is removed from a pre-
defined region.

4. Unattended Object: Triggers an alarm whenever an object is left unattended
in the pre-defined region.

5. Region Entrance: Triggers an alarm whenever an object enters a pre-defined
region.

6. Region Exit: Triggers an alarm whenever an object exits a pre-defined region.
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11. VCP Settings (contd..)

Analytics (continued)

7. Fast Moving: Triggers an alarm whenever an object moves fast in a pre-defined
region.

8. Loitering Detection: Triggers an alarm when people go straight and back at
least 3 times, or go not in a straight line in a pre-defined virtual region.

9. People Gathering: Triggers an alarm when there are many people in a pre-
defined virtual region.

10. Blurred Detection: Triggers an alarm when defocus of the lens is detected.

11. Scene Change Detection: Triggers an alarm when change of environment
affected by external factors is detected, such as the intentional rotation of the
camera.

12. Parking Detection: Triggers an alarm whenever an object is parked in a pre-
defined region.

13. Face Detection(FD): FD has only one area of interest to configure where
faces are to be detected. Alarm section is same as other analytics. Need to set
sensitivity value in configure window.

14. Abnormal Audio Detection: Triggers an alarm when an abnormal sound is
detected in the surveillance scene, such as the sudden increase/decrease of the
sound intensity. It is also called ‘Abnormal Audio Detection’. For the time being,
this is not showing up in the configuration window.

In The Commander NVR, camera support only 4 Analytics type. They are TripWire,
Intrusion, Face Detection (FD) and Face Recognition (FR). TripWire, Intrusion and FD
are already discussed above in Page No.50 and 51.

Face Recognition (FR): FR is possible only if FD is enabled. FR has only one area of
interest. In the configure window for FR, sensitivity and similarity have to be set.

Limitation on Usage of Al/Analytics functions on The Commander NVRs:

a. Maximum 4 cameras (channels) can be used for Analytics.

b. NVR can supports either 4 cameras for IVS - Intelligent Video Surveillance
(TripWire and Intrusion) or 2 cameras FD (Face Detection) / FR (Face Recognition)
enabled.
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11. VCP Settings (contd..)

Analytics (continued)

c. IfFD/FRis enabled on a camera, then IVS supports only for 2 other cameras.

d. If FD/FRis enabled on two cameras, then IVS cannot be enabled in any camera in
the NVR.

e. IfIVSis enabled on 4 cameras, then FD/FR can't be enabled in any camera.

Status of these feature i.e. whether feature is enabled or not can be quickly seen for
the particular camera in this menu.

To configure a feature, double click on camera name or select a camera and then
click on ‘Configure’ button. This will bring up ‘Configure Analytics’ page. ‘Configure
Analytics’ page has three sections: Parameter Settings, Area of Interest and Alarm
Settings.

Parameter Settings Area of Interest

LE| ConﬁguTAnalytics T X

IPCam 31.122

Parameter Settings
Analytics Type Line Crossing -

Enable
Area of Interest r =

Target [ vehicle [J Human

Direction L<->R ~

Alarm Settings

] £ O ]
Video Alarm Relay Email Settings
No ¥ | None ¥ | No Email
Email Recipients
Apply Close \
L 4
Alarm Settings Area of Interest selected
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11. VCP Settings (contd..)

Analytics (continued)

Parameter Settings:
Parameter settings has drop down menu to select ‘Analytics feature’ to be
configured and its corresponding parameter options.

Enable: Checkbox to enable/disable the analytics feature.

Area of Interest: Dropdown list to select area of interest number to set different
alarm area. Each alarm area may have its own parameter options like sensitivity,
percentage, time threshold etc depending on feature selected. How to setup alarm
area is given under ‘Area of Interest’ section below.

Direction:

Dropdown list to select direction for line crossing feature. Directions can be:

e L->R: Left to Right (Objects crossing left to right direction, triggers the alarm).
e L<-R: Right to Left (Objects crossing right to left direction, triggers the alarm).
e L<->R: Bidirectional (Objects crossing both the directions, triggers the alarm).

Sensitivity:

e Higher the value is, the more easily alarm will be triggered.

e Range is [1-5] seconds in Face Detection analytic type.

e Range is [1-100] seconds for other analytic types wherever applicable.

Time Threshold:

e Time that the object must stay in the area to trigger the alarm.
Eg. The time threshold set as ‘0’ means the alarm can be trigger immediately
when target object happens in alarm area.

e Range is [0-10] seconds in Area Intrusion and Loitering Detection.

e Rangeis [0-100] seconds in Parking Detection and it will spend at least 10 seconds
to judge an object was an unattended object or not.

e Range is [5-3600] seconds in other analytic types, wherever applicable.

Percentage:

o |f the object size reached the percentage set in alarm area, only then it will
trigger alarm.

e Rangeis [1-100] Seconds.
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11. VCP Settings (contd..)

Analytics (continued)

Event Interval:

e This is the time interval between consecutive alarms.

Eg: When an event occurs, it triggers an alarm and within the next 10 seconds if
another event occurs, if the event interval has been set to 10 seconds, then no alarm
will be triggered again. The next alarm will be raised for the events only after 10
seconds.

e Range is [1-600] seconds.

Strategy:
3 Strategies can be chosen in Loitering Detection: Journey, Weight and Offset. You
can choose one, two or all of them.

e Journey Strategy:
It will judge loitering detection based on whole journey of the target object. The
distance threshold default is the longest diagonal of the alarm area.

o Weight Strategy:
It will judge loitering detection based on number of turn back. The default
number of threshold is 3 times.

o Offset Strategy:
It will judge loitering detection based on target object degree of offset linear
motion. When journey is exceeding the current frame to first frame journey plus
the 3/7 width of screen, then it will trigger loitering detection.

Abnormal Audio Input:

If the audio value is less than 20db, then it will trigger the alarm.

Strong Sound intensity:

“Sensitivity” parameter is used to control the audio threshold. If the sensitivity is
higher, a slight rise in the audio intensity will trigger the alarm. If the sensitivity is
lower, only a heavy noise will trigger the alarm. “Time threshold” indicate that the
current audio value exceeds the threshold will trigger alarm.

Sound Intensity Dropped Sharply:

“Sensitivity” parameter is used to control the audio threshold. If the sensitivity is
higher, a slight reduce in the audio intensity will trigger the alarm. If the sensitivity is
lower, a slight rise will trigger the alarm.
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11. VCP Settings (contd..)

Analytics (continued)

Area of Interest:

Alarm area where detections should work or line to be used for line crossing
detection can be defined using displayed snapshot image of camera on left side of
‘Configure Analytics’ page.

To setup lines for line crossing detection:

e Choose the number of lines by selecting number from "Area of Interest"
dropdown list.

e Click and drag to draw line of desired length on displayed snapshot image of
camera.

To setup areas for other analytic detections:

e Choose the number of areas by selecting number under "Area of Interest"
dropdown list.

e C(lick and drag to draw an area of desired size on displayed snapshot image of
camera.

e Theline / area drawn will be displayed on the snapshot.

e Sensitivity / Percentage / Direction / Time Threshold can be set for each line /
area wherever applicable.

e Maximum 4 different lines / area can be configured under ‘Area of Interest’
except for Face detection. In Face Detection, only 1 area can be configured.

e For Scene Change detection, Blur detection and Audio Exception, ‘Area of Interest’
is not applicable.

To clear the line/ alarm area, Click on ‘Clear Region’ button. For features which have

option to define line/alarm area, unless line/area is configured, feature won’t work
even if feature is enabled.
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11. VCP Settings (contd..)

Analytics (continued)

Alarm Settings:

This menu allows you to setup alarm triggers using the Analytics feature of the A|
Cortex NVRs. When Analytics event is detected on the camera you have selected,
you can set up to seven different ways to be alerted.

Log Event: If this box is checked, event will be listed within the ‘Event
Log’ found in the ‘Info’ section of the ‘Settings’.

Audible Alarm:  If this box is checked, you can hear the Sound/Buzzer for
alarm.

Push Notify: In the event of VA alarm, push notification will be sent
to mobile devices.

Video Alarm: This will allow the bottom borders of the video tile to flash
on receiving an event. When an alarm occurs, the user is
informed about the new Alarm with a flashing label in the
camera’s Live view and a flashing button in the Playback
view. A right click (on Live view) will list all Alarms for that
camera. The user can choose to view the Alarm or delete
it without viewing.

Relay : You can manually control each of the 4 relays connected to
the NVR. In The Commander NVR, it has 2 relays.

Email Settings: You can select any one option from the list box, such as, No
Email, Email only, email with 1 snapshot, 3 snapshot, 5
snapshot, 7 snapshot, 9 snapshot to a stipulated email
address. This feature allows you to store and distribute the
snapshot to external data storage mediums away from the
NVR. In The Commander NVR, it has a check box to select
Email option. It will email with an attachment.

Email Recipients: An email will be sent to an external email account, which you
will be able to setup in the ‘Network Settings’ menu section.
Event specific recipients can be selected using ‘Email
Recipients’ button. By clicking on this button, a popup
window will appear with list of email IDs.
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11. VCP Settings (contd..)

Analytics (continued)

Latch: In The Commander NVR, if user has configured “Relay” option
for an analytics event then “Latch” time is the duration for
which the relay should be in active/ON state after the event.
This is configurable per camera per analytics type.

Post Record: In The Commander NVR, this is for post recording interval
after an event trigger, if schedule based recording is enabled.
Set a duration between 0-120 seconds.

Click on Apply/Close to save/close the settings.
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11. VCP Settings (contd..)

Network Settings

The Network Settings Menu has 7 sub menus:

DHCP/Manual and DNS

Ports B VCP Settings - quis-72ce4d X
.

Ema I I IP Camera Analytics NVR Settings User Alarm Info Support

D D NS DHCP/Manual and DNS ~ Ports ~ Email ~ DDNS  Time Server ~ P2P  Sentinel ARC

Time Server
P2P
Sentinel ARC

DHCP/Manual and DNS:

This allows you to configure your network settings and DNS (Domain Name System)
settings.

B VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
DHCP/Manual and DNS Ports Email DDNS Time Server P2P Sentinel ARC

Status: Connected

Your network connection is currently active

Configure: Manual g

IP Address: ‘192.168.18.210 |

Subnet Mask: |255.255.240.0 |

Gatewiay: |192.168.16.1 |

DNS: [s.8.8.8 |

Ethernet Speed: {looobaseT |

Apply Cancel

Status: Displays the status of the network connection.
Configure: Use this drop-down menu to select how the network

connection will be configured using ‘DHCP’ or ‘Manual’. If
you know your IP address, then it is recommended that
you select ‘Manual’ and insert it into the IP Address bar.

IP Address: Field to view / edit the NVR’s IP Address.
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11. VCP Settings (contd..)

Network Settings (continued)

Subnet Mask: Field to view / edit the NVR’s Subnet Mask.
Gateway: Displays the Gateway IP Address.
DNS: This allows you to change the DNS setting. The DNS

setting is automatically detected when connected to a
network. If it needs to be changed then you can enter a
new DNS setting into the input bar.

Ethernet Speed: Displays the speed of the NVR’s Ethernet connection.

Click on ‘Apply’ to confirm any changes done or on ‘Cancel’ to reject.

Ports:

This allows you to change WAN Access - Port settings.

B | VCP Settings - qvis-f36b1d

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
DHCP/Manual and DNS Email DDNS Time Server P2P Sentinel ARC

Maintenance Port: [8081 | TCP Only

Mobile Port: [s0000 | TcP only

ARC Port: [4995 | Tcp only

RTSP Port: [ss6 | Tcp only
Apply [ Cancel

The NVR uses the above ports to listen for incoming client connections. The protocol
type for each port is shown to its right.

If the NVR is inside a firewall, the firewall may need to be configured to pass through
traffic on this ports.

In X-Range, NVR supports ‘Maintenance Port’ for SSH login.

Note: See your firewall user guide/ instructions to find out how to do this.
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11. VCP Settings (contd..)

twork Settings (Continued)

Email Settings:

Fill in your email account’s details so that the NVR can send notification messages to
the email address account you have provided. Email notification messages can
include info on hard drive or camera statuses and alarm alerts if you have set up your
motion detection configuration correctly. If you are unsure of the SMTP (Simple Mail
Transfer Protocol) Port number or Server name; refer to your email address account
‘Help’ or ‘Configuration’ options. Entering your email account details will allow you
to complete the sensor and alarm events setup.

Input details into these fields:

SMTP Port: Simple Mail Transfer Protocol Port, e.g. 587 for Gmail.
Server Name: SMTP server name, e.g. “smtp.gmail.com” for Gmail.
Sender User Name: The name registered with the email account.

Sender e-mail ID: This is the email address which will be used by the NVR to
send notifications to the recipients.

[ ] VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
DHCP/Manual and DNS Ports DDNS Time Server P2P Sentinel ARC

SMTP Port |587 ‘
Server Name |smtp.gmail.com J
Sender User Name |qvis ‘
Sender e-mail ID abcd@gmail.com

Password ]

Confirm Password | J

NVR Identification | quis-72ce4d ‘ Verify Server Config

The subject line of emails sent from this NVR will be prefixed with the NVR identification string.

Recipient e-mail IDs Configure

To specify recipient email IDs, click Configure button. This will open a dialog box to specify recipient email IDs.
Multiple email IDs can be specified. Type email ID in the Email ID: text box and click Add button to add it to
the list. You can delete the email IDs from the list using Delete button and you can test the email configuration
using Test Email button. After specifying email IDs, click OK button to save the list. Note that if a previously
configured recipient ID is no longer present in the list being updated, it will also be removed from custom
recipients list if configured for any event or alarm under Alarm settings.

Apply Cancel
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11. VCP Settings (contd..)

Network Settings (Continued)

Password: This is the password you use for the sender email account.

NVR Identification: The subject line of emails sent from this NVR will be
prefixed with the NVR Identification string.

Recipient e-mail IDs: Email IDs to which the notification emails have to be sent
can be added here.

To specify recipients email IDs, click on Configure button. This will open a dialogue
box to specify recipient email IDs. Multiple email IDs can be added. Type email ID in
the Email ID: Text box and click on Add button to add it to the list.

You can delete the email IDs from -
the list using Delete button and I Conhgure Recipient Eprails s
you can test the email
configuration using Test Email
button. After specifying email IDs, abcd@gmail.com Delete
click on OK button to save the list.

Email ID: ] | Add I

Test Email

Note that if a previously
configured recipient ID is no longer
present in the list being updated, it
will also be removed from custom
recipients list if configured for any
event or alarm under Alarm
settings.

oK Cancel

After entering all email parameter, click on ‘Verify Server Config’ button. If all details
entered are correct, a self-email will be sent to the sender email ID and success
message will be displayed in the bottom of the window.

In The Commander NVR, User has to set Encryption type either TLS/SSL. Click on
check box for Snapshot attachment will send 1 snapshot on alarms trigger

Click on ‘Apply’ to save the configuration details. Click on ‘Cancel’ to discard changes.
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11. VCP Settings (contd..)

Network Settings (Continued)

DDNS Settings:

DDNS (Dynamic DNS) is a technique to deal with an ever-changing (i.e., not static)
public IP address at the NVR site (where the NVR is located and setup).

DDNS Enable: Check this to enable the DDNS feature.

DDNS Provider: Choose either DynDNS, qvisddns or No-IP.

User Name: Enter your username as assigned at
either DynDNS, qvisddns or No-IP.

Password: Enter your password as assigned at
either
DynDNS, qvisddns or No-IP.

Confirm Password: Re-enter password.
DDNS Host Name: Name as chosen from DynDNS, gvisddns or
No-IP.

Update Interval (Minutes): Once per day is enough: enter 1439
(minutes in one day).

Click on ‘Apply’ to confirm selections. Click on ‘Cancel’ to reject selections.

| VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
DHCP/Manual and DNS Ports Email DDNS Time Server P2P Sentinel ARC

DDNS Enable

DDNS Provider: quisddns >
User Name: xyz@gmail.com
Password: [Oooooono l

Confirm Password: ‘toooc'oo ‘

DDNS Host Name  abc.quisddns.co.uk

Update Interval

‘ (Range is 5-1439.
(Minutes):

l30 Recommended value is 30)

Apply Cancel
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11. VCP Settings (contd..)

twork Settings (Continued)

Time Server:

A time server provides an accurate current time and date for the NVR. The NVR will
refer to when it needs to constantly keep an accurate time and date on its system. If

you need to change the time server IP address, input the new one into the single
field provided.

B | VCP Settings - quis-72ce4d X
IP Camera Analytics Network Settings NVR Setting - Alarm Info Support
DHCP/Manual and DNS Ports Email DDNS P2P Sentinel ARC
IP Address of Time Server: 130.88.200.6
Apply Cancel
P2P:
Enable P2P will help mobile client to access NVR using QR code/NVR ID of NVR.
Click on ‘Apply’ to save the changes, click on ‘Cancel’ to discard the changes.
| VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info

Support
DHCP/Manual and DNS Ports Email DDNS Time Server Sentinel ARC

NVR ID:
|QVA4000000D1008E70 ] Enable P2P
3 |

[=]

Cancel Apply
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11. VCP Settings (contd..)

Network Settings (Continued)

Sentinal ARC:

If you have a registered account with Qvis Monitoring Ltd you will be instructed on
what information needs to be included within this configuration (‘Entity ID" is the A|
Cortex NVR’s IP address).

B | VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
DHCP/Manual and DNS  Ports ~ Email  DDNS  Time Server  P2P

Host IP Address XXX XXX XX. XXX
Port Number 123456

Entity ID XXX XXX XX XXX

Enable Transmitte;

el ] mterval Mins

Video Duration:

On Sensor trigger, a video below duration is pushed to ARG, provided "Notify
Alarm Receiving Center” opotion is checked in "Alarms" menu.

Pre-Context Interval 1 ~  Seconds
Post-Context Interval |7 ~ | Seconds
Test ARC Connection

Apply Cancel

“The most accredited ARC in the UK”

To connect your CCTV system to our 1e: 02393 870057

Alarm Receiving and CCTV monitoring . N
Centre please contact us on: Email: sales@qvismonitoring.co.uk
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11. VCP Settings (contd..)

NVR Settings

The NVR Settings Menu has 5 sub menus:

General W1 VCP Settings - quis-f36b1d X
Identification and Reboot

PCamera  Analytics  Network Settings [ NVR Settings [ User ~ Alarm  Info  Support
Date Tlme General Identification and Reboot  Date Time  Recording Parameters  Display/Monitor/TV

Recording Parameters
Display/Monitor/TV

General:

Display NVR settings wizard on power up

By selecting this we can get NVR settings wizard on power up of the NVR. It will allow
to change NVR settings on power up. Once it has done, it will not show up again.

1 VCP Settings - qvis-f36b1d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support

Identification and Reboot Date Time Recording Parameters Display/Monitor/ TV

[] pisplay NVR settings wizard on power up

Revert back to main layout from flash triggered full-screen in seconds (Range 5 - 30)

[] Show NVR's QR Code when starting

Push Notification frequency : 2 is| minutes (Range 1- 2000)

Cancel Apply

Revert back to main layout from flash triggered full screen in X
seconds:

When Video alarm triggers, that particular video will be pushed to full screen. Time
set here will decide the reverting back to main layout.

Show NVR’s QR Code when starting:
Displays NVR’s QR code required to enable P2P for mobile client on power up.

Notification frequency(minutes):

Push notification frequency can be set here.
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11. VCP Settings (contd..)

NVR Settings (Continued)

Identification and Reboot:

NVR name and
description:

This menu allows
you to give a name

11 VCP Settings - qvis-e0e2b7 X

IPCamera  Analytics  Network Settings ~ NVR Settings ~ User ~ Alarm  Info  Support

General || Identification and Reboot | Date Time  Recording Parameters  Display/Monitor/TV.

and description to s i L
the NVR. This is P
useful if you have
N . Description:
multiple NVR’s in e
your network.
Auto Reboot Settings
Frequency
AutO RebOOt S @ WeeklyDay: | Tuesday v
H . Monthly Date: 01
Settlngs' Hour: |04 ~ Minutes: |00 ¥ O
i ONever
This allows you to

set up an
automatic restart
at a specific and
repeated time.

Last reboot time: Tuesday 11 July 2023 04:00:34 AM IST

Apply Cancel

‘Set Time’ can be set up using the Hour/Minutes for auto reboot.

Under Frequency option, user has 3 options. User can select either Weekly day or
Monthly Date or Never option for Auto Reboot Settings.

Auto Reboot Settings

Frequency
Set Time @ Weekly Day:  Tuesday -
(O Monthly Date: 01 \/
Hour: (04 ~ Minutes: (00 ~
O Never

Last reboot time: Tuesday 11 July 2023 04:00:34 AM IST

Apply Cancel

Last reboot time:

This states the date and time of the last restart.

Click on ‘Apply’ to save selection, click on ‘Cancel’ to discard changes.
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11. VCP Settings (contd..)

NVR Settings (continued)

Date Ti me: B VCP Settings - quis-f36b1d X
PCamera  Anolytics  Network Setting: KVR Settings ~ User  Alarm  Info  Support

This allows you to set the General  Identification and Reboot Recording Parameters  Display/Monitor/TV

date, time and time zone. e oo Optrs: -

Time Format Options: _hh:mm:ss 24-hour day. -

Date: 27-06-2023 <| Time: |20:21:19

Current Time Zone:  Asia/Kolkata{GMT+05:30) Chennai, Kolkata, Mumbai, New Delhi

Select Time Zone: Asia/Kolkata(GMT+05:30) Chennai, Kolkata, Mumbai, New Delhi =

Recording Parameters:

W7 VCP Settings - quis-f36b1d

Maximum age for stored

. IPCamera  Analytics  Network Settings ~ NVR Settings ~ User  Alarm  Info  Suppol
videos: :

General Identification and Reboot ~ Date Time Display/Monitor/TV
Mention number of days to
retain stored video. (1] {Hasmumogeforslorsd Days (Allowed 1-9)

Actual age for stored videos could be lower if enough disk space is not available.

However actual age for stored video depends on the disk space and also varies if
there is motion based recording setup for the cameras.

Minimum FPS with motion enabled Recording:

Always maintain at least 1 frame per second of recorded
when using Motion Sensitivity.

The option will allow you to capture 1 frame per second when motion is detected by
the cameras setup to scan for motion. In The Commander NVR, this feature is not
available.

Alarm and Motion Recording Interval settings:

Alarm and Motion Recording Interval Settings :
Pre-context Interval: 5 ¥ seconds
Post-context Interval: 10 v seconds

Apply Cancel
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11. VCP Settings (contd..)

NVR Settings (continued)

Pre-Context Interval: From the drop-down options you can choose how many
seconds (max 5 seconds) of pre alarm trigger footage,
taken from data store on the NVR memory are added to
the beginning of the captured trigger incident. This is how
you can view the run up before the trigger incident so you
can establish the scene for easier analysis. In The
Commander NVR, this feature is in Recording Schedule
window.

Post-Context Interval: From the drop-down options you can choose how many
seconds (max 120 seconds) of post alarm trigger footage
(when there is no movement for the sensors to detect) is
recorded. This again is to establish the scene for easier
analysis. In The Commander NVR, this feature is moved to
alarm under Sensor and Motion Alarm tabs

Display/Monitor/TV:

Monitor Power saving option:

You can enable power saving option of the monitor by selecting this option as shown
in the red box.

B VCP Settings - qvis-f36b1d

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support

General Identification and Reboot Date Time Recording Parameters Display/Monitor/TV

I Enable Energy saving display mode I

Monitor Resolution :  1920x1080(p) at 60Hz

Monitor Resolution: 1920x1080(p) at 60Hz ~

Appl)j Cancel

Monitor Resolution:
Recommended monitor resolution is 1920x1080(p) at 60Hz.

You can change Monitor Resolution by selecting any of the given resolution in the
drop-down menu. The lower the value, lower the resolution will be.

There are two Refresh rates, 60Hz and 50Hz. Refresh Rate is the rate at which screen
can refresh itself.
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11. VCP Settings (contd..)
. User

The “User” Menu has 6 sub functions (as highlighted by the red box):

[ VCP Settings - quis-f36b1d
Ena ble Accou nt IP Camera Analytics Network Settings NVR Settings User Alarm Info
Disable Account
View/modify privileges e
Add a new user admin_remote(enabled) ERb e
Delete a User Disable Account
iew/Modify Privil
Change Password SR

Support

Select a User Name Apply to selected User

Add a New User
Delete a User

Change Password

Enable Account:

This allows you to enable an existing user account.

[ | VCP Settings - qvis-f36b1d
IP Camera Analytics Network Settings NVR Settings User Alarm Info Support

Select a User Name Apply to selected User

admin(enabled)
|admin_remote(enabled Enzble oot
test(enabled) Disable Account

View/Modify Privileges

Add a New User
Delete a User

Change Password

Select the account you wish to enable in the window on the left-hand side and click
on ‘Enable Account’. If the account is already enabled nothing will happen.

69 Copyright 2023 PureTech - Quis Lighting & Security Ltd. All rights reserved. Cortex VMS User’s Guide



11. VCP Settings (contd..)

Disable Account:

This allows you to disable an existing account.

B | VCP Settings - qvis-f36b1d
IP Camera Analytics Network Settings NVR Settings User Alarm Info Support

Select a User Name Apply to selected User

admin(enabled)
admin_remote(enabled
test(enabled) Disable Account

Enable Account

View/Modify Privileges
Add a New User
Delete a User

Change Password

Select the account you wish to disable in the window on the left-hand side and click
on ‘Disable Account’. If the account is already disabled nothing will happen.

View/Modify Privileges: T Userprivieges =
User: test
Privilege Description

Allow All privileges

-

@ IR & KEREEEERERE R §

This allows you to modify a user’s

privileges.
Playback Recorded Video

In this window, a user’s individual Set the Recording Schedule
privileges can be turned on and off for
either local or remote access, simply
by clicking on the check box

corresponding to the desired privilege.

Control Pan/Tilt/Zoom
Change the Camera Settings
Change the NVR Settings
Backup Video

Set the Date/Time

View Covert Cameras

Update NVR Software and
Reboot/Shutdown the NVR

Change the Network Settings

Clicking on ‘Allow All Privileges’
automatically fills all check boxes in

Change the Alarm Settings
that column.

Restrict Cameras
(Click Icon to select cameras)

Click on 'Apply’ to save selections Number of restricted local cameras: 0
" ¢ ’ . ’ Number of restricted remote cameras: 0
Click on ‘Cancel’ to discard changes.

@ [KEA [ HHH!H!HHIE
g
o

Apply Cancel
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11. VCP Settings (contd..)

User (Continued)

Add a New User:

This allows you to add a new user account.
Enter the new username and password. Re-enter the password to confirm.

Click on ‘Apply’ to add the user.

W VCP Settings

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support

Select a User Name Apply to selected User

admin(enabled)

admin_remote(enabled) Enshlefoont

Disable Account
View/Modify Privileges

Add a New User

Delete a User

| Change Password

® | Add New User X
Username: |test ‘
Password: |uuu ]

Confirm Password: quu |

Note: In the event that either the selected username or password does not
conform to the NVR security standards, a list of rules will pop up. Re-enter
the username and password as necessary.

Once the username and password meet the standards, clicking on ‘Apply’ will bring up
the Privilege Selection window. See above for instructions.

Click on ‘Apply’ to confirm the new user.
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11. VCP Settings (contd..)

User (Continued)

Wi
Delete a User: IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
q Select a User Nai Apply to selected Usel
This allows you to delete 2 teertame Bt d
admin(enabled)
user account. admin_remote(enabled) Enohis Sccout

test(enabled) Disable Account

Selecting the user by
clicking on the user name R
and clicking on ‘Delete a
User’ button, Change Password
confirmation pop up
window will appear. Click

on ‘OK’ to delete
account Cancel

View/Modify Privileges

# 1 Delete user account - test X

Are you sure you want to delete this user?

Change Password:

IP Camera Analytics Network Settings NVR Settings User Alarm Info Supy

This allows you to change —— N——
the password of existing tiiafenaiod)

admin_remote(enabled) Enable Account
user account.

test(enabled) Disable Account
Having clicked on View/Modify Privileges
'Change Password' Add a New User
button, a 'Update Delete a User
Passwordl pop up I Change Password I
window will appear. Type # 1 Update password %

new password and
confirm the password.

Password: l | ‘

Confirm Password: l ]

Click on lAppIy’ to Cancel
continue  with new

password, ‘Cancel’ to
discard changes.
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11. VCP Settings (contd..)

The Alarm Menu has 5 sub functions.

sensor Alarm 1 VCP Settings - quis-72ce4d
. IP Camera Analytics Network Settings NVR Settings Info Support
MOtlon Alarm Sensor Alarm Motion Alarm System Alarm Audible Alarm Relay Settings
System Alarm S OO T It o
. Sensor 1 O 2 |No.viBoth »® [One ~ [0 O O [ emailonly ~ pisabled =

AUdIbIe Alarm Sensor 2 O| |2 [wo.vieoth =™ ve ~ [0 O O [ Emailonly v Disabled *

Relay Settings Sensor 3 O |t |no v Relay |2 [ive v O O O [OJ/NoEmail ~ Disabled *
Sensor 4 O 1 |NO. v Relay ™ [One ~ [0 O O O NoEmail ~ pisabled i
Sensor 5 O 1 [NO. v Relay ¥ [Jino ~ [0 O O [O|noEmail ~ | pisabled -
Sensor 6 O 1 |[NO. v Relay ¥ |®® [Jino ~ [0 O O [O/NoEmail ~ Disabled *
Sensor 7 O 1 [NO. v None ¥ [Jino v O O O [O|NoEmail ~ pisabled *
Sensor 8 O 1 [NO. v Relay | [Jino ~ [0 O O [ emailonly ~ Disabled *
Sensor 9 O 1 [No.visoth » 2 e~ [0 O O [|emailonly ~ | pisabled *
Sensor 10 O 1 |[NO. v Relay ¥/ [Jine ~ [0 O O [ emailonly v Disabled *
Sensor 11 O 1 [no.vigeth v [Olve v O O O O|NoEmail v pisabled *
Sensor 12 O| |t |wo.~inone =3 [Ovoe ~ [0 O O [ noEmail ~ Disabled *
Sensor 13 O Jr [no.~inone »|®® [ine  ~ [0 [0 O [J/noEmail | pisabled * v
i >

Sensor Alarms: 0 g T

This menu allows you

Close
to setup alarm

triggers using the Sensor alarm functions of the A| Cortex NVRs. When sensors
detect any activity (Physical sensors you have selected to use the sensor alarm
function), you can set up to sixteen different ways to be alerted in X-Range..

1| 21|4]]|s 8 10 || 12 || 14 16
1 f 4 A f A A A f
B | VCP[Settingd - qis-7Rce4d X
1P Cal nalytics Network ettings NVRESettings Uspr Alarng Info Support
Alarm Motionfalarm ystem Alarm udible Alarm Relay Seffings
ISICXOR! 1o BETClL Ol 2 8
Sensor 1 2] |noO. v |Botl] ~ ,;” O [] Email dhly ~ | Disabled *
Sensor 2 2| [no. v Bof ~ D O Email Iy ~ | Disabled
vy &
3 5 7 9 11 13 15
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11. VCP Settings (contd..)

Alarm (Continued)

1. Sensor:

Device that detects activity. You can use up to 32 Sensors, depends on
Jaguar card and Extra Ad on CUB card.

2. Enable Sensor Alarm:
By checking this box, you can enable sensor alarms for the particular sensor.
3. Temporarily Deactivate Alarm:
You can temporarily deactivate the alarm for a sensor for certain duration of time.
4. Deactivate Duration:
Time duration for temporary deactivation.
5. Alarm Trigger Frequency:
This is the time between two consecutive sensor triggers for a sensor.

6. Alarm Trigger Level:
User can select either Normally Open (N.O.) or Normally Closed (N.C.)

7. Relays:

X-Range NVR supports max. 2 Relays. Relay can be connected to any of the 32
sensors. Sensor output is used to control the relays. In X-Range, there are Relay 1,
Relay 2, Both or None options.

8. Select Camera:

You can associate up to 32 cameras to a sensor alarm. Any action related to sensor
alarm will be applicable to selected camera. When you click on camera symbol a
‘Select Cameras’ dialogue box will appear. By checking the box, you can select
camera for sensor alarm.

PCamera  Analytics  NetworkSettings ~ NVR Settings ~ User  Alarm  Info  Support
Sensor Alarm  Motion Alarm  System Alarm  Audible Alarm  Relay Settings

- ) 20 g &

S OOODHN E o HNOBPKE & $
Sensor 1 [l . NO. v Both ] Olve ~ O O O O emaionly v isabled * ~

| —— :
Sensor2 [ Email only ~ | Disabled *
W1 Select Cameras x || B O O jemaieniy ~ ois

Sensor 3 [ O [ |noEmail ~ | Disabled *
Sensar 4 Unselect Al O O O noemail ~ pisabled -
sensor 5[] ~ 1 - !

ensor B on O O [/ no Email Disabled
Sensor 6 [ Pcam 248.2 [ O [J/noEmail ~ Disabled *
Sensor 7 [] pcam 31.163 [0 O [O|noEmail ~ Disabled
Sensor 8 [ pcam 248.4 [0 O [ emailonly v isabled
Sensor & [ cam 248.5 o/ | O O [O|emaionly ~ pisabled -
Sensor 10 = [ [0 [ emailonly ~ | Disabled *
Sensor 11 1 [0 O [|noEmail ~ | Disabled *

ol i i iR o i e 1 ]
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11. VCP Settings (contd..)

Alarm (continued)

9. Start Recording:
Start Video Recording when the sensor alarm is triggered.

10. Video Alarm:
This will allow the bottom borders of the video tile to flash on receiving an event.
When an alarm occurs, the user is informed about the new Alarm with a flashing
label in the camera’s Live view and a flashing button in the Playback view. A right
click (in Live view) will list all Alarms for that camera. The user can choose to view
the Alarm or delete it without viewing.

11. Audible Alarm:
An audible sound will be played when sensor is triggered. You will need to connect
an alarm siren to the alarm output on the NVR.

12. Push Notify:

In the event of Sensor alarm, push notification will be sent to mobile devices.

13. Log Events:
Alarm trigger event will be listed within the ‘Event Log’ found in the ‘Info’ section
of the ‘VCP Settings’.

14. Notify ARC:
On Sensor trigger, a video is pushed to ARC, provided “Sentinel ARC” parameters
are duly configured.

15. Send Email:

An email will be sent to an external email account, which you will be able to setup
in the ‘Network Settings’ menu section. Also, event specific recipients can be
selected using ‘Email Recipients’ button. Along with mail, snapshot of the
associated cameras will be sent if Snapshot option is selected.

W] VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
Sensor Alarm Motion Alarm System Alarm Audible Alarm Relay Settings

S OOODT It o I OPEE & $

0
2 |NO.vBoth ™ [Jino ~

Sensor 1 O O gl gl o Disabled *
Sensor 2 O |2 Inovieth ~® Ove ~ 0000 Iy bisabled °
Sensor 3 D 1 N.O. ¥ Relay ¥ > D No b2 |:| D D D ;zzggngzs Disabled *
Sensor 4 O 1 |NO. v Relay v/ [Jino = (]| C| ] O 3:::g§:::§ Disabled °
Sensor 5 O 1 |N.O. ¥ Relay ~ P [Jino ~| [0 [ [ [J§esnapshots Hoi
Cancar e [ 1 s imdlatie. i W s -l M mM
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11. VCP Settings (contd..)

Alarm (continued)

16. GoTo PTZ Preset:

When sensor alarm is triggered PTZ camera will be moved to a one of the selected
Preset location. This option is enabled if there is only one camera associated with
the sensor alarm and that camera is a PTZ Camera and preset are already created..

|77 vCP Settings - qvis-72ce4d X

1P Camera Analytics Network Settings NVR Settings User Alarm Info Support

Sensor Alarm Motion Alarm System Alarm Audible Alarm Relay Settings

E @OODN It e K OF

U
2 |NO.viBoth ~ 2 [Jino Email only ¥

Sensor 1 I:[

Sensor 2 |:| 2 N.O. ¥ Both ~ .?’ D No ¥ D D D D Email only ~ PS..89
Sensor 3 D 1 N.O. ¥ Relay ¥ .:" l:] No x D |:| |:| |:| No Email ¥ ﬁ:gg
Sensor 4 D 1 N.O. ¥ Relay ~ ,3’ D No v [:] D D D No Email ~|PS...80

In The Commander NVR, following column is added.

Post context interval: This is for post recording interval after a sensor trigger,
if schedule based recording is enabled.

Motion Alarm:

(81 VCP Settings - quis-72cedd X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
Sensor Alarm Motion Alarm System Alarm Audible Alarm Relay Settings

Select All O leff <inone ~ No 7 o Email &
IPCam 248.1 O loff = itione ~ No ” NoEmail ¥
1PCam 248.2 [0 leff  ~|Nene = No - |No Emalil
PCam31.163 [] Of * None - fio ~ Mo Erriall
IPCam 248.4 [0 lef ~|None ~ No 7 Mo Email  ~

Med ¥ | None 2 Fullscreen v No Email ¥
1PCam 248.10 O | ~|Nene = No | NoEmall 7
1PCam 248.7 O lef  <|Nore = No ~ Mo Email

IPCam 248.8 O lef  <|None ~ Ho 7 No Email
IPCam 26.33 [0 lef  =|hone = No v NoEmal ~
1PCam 26.151 [0 |eff  ~|Nene = No ~ | No Email
1PCam 248.11 O |ef  <|Nore = fo ~ No Email
1PCam 248.12 O |lef ~|None ~ o 7 No Email
IBCam 240 1 T ¥

Apply Cancel More Motion Settings | Email Recipients
Close
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11. VCP Settings (contd..)

Alarm (continued)

This menu allows you to setup alarm triggers using the motion alarm feature of the
A| Cortex NVRs. When motion is detected (on the cameras you have selected to use
the motion alarm function), you can set up to seven different ways to be alerted.

Camera Name: This is the NVR / user-assigned name of the numbered
camera. By default, this is IPCam 248.1, IPCam 248.2, etc.

Enable: If this box is checked, Motion Alarm will enable for particular
camera.

Motion Sensitivity: By clicking on the drop-down menu to the right of this value,
the motion sensitivity setting of the camera can be changed
to Max, Med, Min, or Off. The default value is Off.

Smart Motion Detection (SMD): It is the advanced motion alarm, where the
motion alarm is triggered only when the motion is detected
from a particular target (Human & Vehicle). The motion alarm
page in VCP includes an extra column to select the motion
target (Human And/OR Vebhicle) to configure SMD. The target
selection column is enabled only for the SMD supported
cameras. Selecting “None” for the target will enable the
normal motion alarm. Selecting any other target will enable
the SMD.

Record Video: If this box is checked, when there is motion in front of
associated camera, video will be recorded.

Log Event: Event will be listed within the ‘Event Log’ found in
the ‘Info’ section of the ‘Settings’.

Audible Alarm: Sound/Buzzer for motion alarm.

Push Notify: In the event of motion alarm, push notification will be sent

to mobile devices.

Video Alarm: This will allow the bottom borders of the video tile to flash on
receiving an event. When an alarm occurs, the user is
informed about the new Alarm with a flashing alarm button
in the camera’s Live view and in the Playback view. A left click
on this alarm button will list all Alarms for that camera.
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11. VCP Settings (contd..)

Alarm (Continued)

For more information see ‘Alarms’ on Page 9.

Send Email: An email will be sent to an external email account, which you
will be able to setup in the ‘Network Settings’ menu section.
Event specific recipients can be selected using ‘Email
Recipients’ button. By clicking on this button, a popup
window will appear with list of email IDs. Select email
recipients from the list. ‘Email Recipients’ button is located
below sensor table.

In The Commander NVR, Post context interval column has been added.

Post context interval: This s for post recording interval after a Motion alarm trigger,
if schedule based recording is enabled.

Click on ‘More Motion Settings’ to set where on the camera’s field of view in the NVR
will detect any motion and set up alarm trigger for motion alarm.

The ‘IP Camera Motion Region Selection’ window will appear, as shown below:

) ® 1 IP Camera Motion Region Selection X
Select the required

camera from drop down
menu. (Marked in the red
box).

IPCam 248.8 i

The camera’s field of view
will be completely cleared
to start off with, but you
can click the sectors on
the grid where you DO
NOT WANT the NVR to
register motion activity to
trigger motion alarm.

Click on ‘Apply’ once you
are happy with your
motion detection setup.

Clear All Select All

Regions Included: 63

Close Apply
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11. VCP Settings (contd..)

Alarm (Continued)

System Alarm:

This menu allows you to setup alerts if there is a system event in the NVR. When Event
is detected, you can set up, up to three different ways to be alerted.

[ VCP Settings - qvis-72ce4d x
IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
Sensor Alarm Motion Alarm System Alarm Audible Alarm Relay Settings
Push s Custom Email
System Events Log Event Notification Audio Alarm Send Email Redipients
HDD Added/Failed/Removed Select
IP Camera Added/Failed/ =
Disconnected (] (] Selget
Minimum IP Camera disconnection 2 Minutes
duration
Apply Cancel

System Events:

1. HDD Added/Failed/Removed:
If new Hard disk is added or existing is removed / failed then A| Cortex NVRs will
send alert.

2. IP Camera Added/Failed/Disconnected:
If new IP Camera is added or existing is removed or disconnected then A| Cortex
NVRs will send alert.

3.  Minimum IP Camera disconnection duration:

You can set minimum time for IP camera disconnection duration. If time exceeds
the set limit, then NVR will send alert.

Log Event: Event will be listed within the ‘Event Log’ found in the ‘Info’
section of the ‘Settings’.

Push Notify: In the event of System event if this box is checked, push
notification will be sent to mobile devices.

Audio Alarm: If this check box is checked, audio alarm will be triggered in the
event of System event.

Send Email: An email will be sent to an external email account, which you
will be able to setup in the ‘Network Settings’ menu section.
Event specific recipients can be selected using ‘Custom Email
Recipients’ button. By clicking on this button, a popup window
will appear with list of email IDs. Select email recipients from
the list.
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11. VCP Settings (contd..)

Alarm (Continued)

Audible Alarm:

|f you haVe Selected lAudible IPCamera  Analytics  Network Settings ~ NVR Settings  User  Alarm  Info  Support
Alarm, on the ,sensor Alarms’ Sensor Alarm  Motion Alarm  System Alarm Re!aysemngs
or ‘Motion Alarm’ options, then Audible Alarm Duration
you can set the duration of the buration mseconds 10| {jlowd anep s
alarm being sounded when an Apply Concel
alarm has been triggered. It also Audible Alarm Control
provides manual control over "Test Alarm” tests the Audible Alarm for above set duration.
"Stop Alarm" stops the Audible Alarm.
audible alarm.

B VCP Settings - quis-72ce4d

Test Alarm Stop Alarm

Test Alarm:
Test the Audible Alarm for set time duration.

Stop Alarm:
Stops the Audible alarm if it is already triggered.

In The Commander NVR, Audible Alarm settings are not supported.

Relay Settings:

If you have activated the relay(s) then you can set the duration of the relay being
opened when an alarm has been triggered. Set a duration between 10-300 seconds
and click on ‘Apply’ to set the duration for which the relay will be open.

By default, :Relay B | VCP Settings - quis-72ce4d

——
Durat|°n Wi “ be Set tO IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
10 secon dS .Tom Od |fy Sensor Alarm Motion Alarm System Alarm Audible Alarm Relay Settings

the duration, at least _
Relay Duration

one sensor alarm W-I|| ucsiion [I ] St
have to be set in

Enter Duration in the range of 1-300 seconds.

sensor a l arms Duration is applicable only for Alarm triggered Relay actions and not for manual relay control.
W| n d ow If a | | sSensors Minimum 1 Sensor Alarm needs to be set to update Duration.
are disabled, relay Apply Cancel
duration will reset e Ry Conteol
back to 10 seconds.
Relay 1 Close Open
g 4
Using ‘Manual Relay Relay 2 i =

Control’ you can
manually control each of the 2 relays connected to the NVR.
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11. VCP Settings (contd..)

The Info Menu has 3 sub menus:

System Info

P Camera

Video Info

Analytics

Network Settings

NVR Settings

User

Alarm Support

I SystemInfo  Video Info

Event Log I

|77 VCP Settings - quis-72ce4d X

Event Log

No information can be manipulated within these sub menus. It is purely a read-only

reference point.

System Info:

This allows you to view your NVR information.

Configuration Details

| VCP Settings - quis-72ce4d

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
Video Info Event Log

Software Version 11.8.0.14309

Unit ID quisnvr-1655184353

System ID QVA4000000D1008E70

Operating System QuisLabs NVR 22.04

Motherboard Gigabyte Technology Co., Ltd. ( B460M DS3H )

CPU Type Intel(R) Core(TM) i3-10100 CPU @ 3.60GHz

Raw Disk Space 3.75T8B

Hard Drive(s) Show

1P Address 192.168.18.210

MAC Address 18:C0:4D:72:CE:4D

Licensed IP Cams: 32
Configured sensors: 32
Configured Airlocks: 0

Security Level: 0

1P Camera:

00004 00008

000012000016

000020000024 000028 ©
Sensor: 00004 00003 00001200005
000020 90002 000023 000032
Relay: 02

When you click on ‘Show’ button, a pop-up window will appear. It will give Hard Disk

information.

[®.] HDD info

SLNo  Device Serial No. Blacklisted

X

Model

Vendor

1 isdb WD-WCC4MOAJ... 2TB No WDC WD20PURZ-85G ATA
2. |sde NA 29 GB No Ultra Fit SanDisk
3 sda WD-WCC4M4VV... 2TB No WDC WD20PURZ-85G ATA
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11. VCP Settings (contd..)

Info (continued)

X-Range RAID NVR version 11.7.0.14283 or higher has following information:

a. Software Version number has a word ‘RAID’ in bracket along with Software
Version number as shown below:

B | VCP Settings - qvis-e0e2b7 X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
System Info Video Info Event Log

Software Version 11.8.0.14309(RAID)

Unit ID qvisnvr-1682312281

System ID QV37000000FC88F070

Operating System QvisLabs NVR 22.04

Motherboard Gigabyte Technology Co., Ltd. ( BS60M DS3H V2 )
CPU Type 11th Gen Intel(R) Core(TM) i5-11400 @ 2.60GHz
Raw Disk Space 15.25TB

Hard Drive(s) ‘ Show
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11. VCP Settings (contd..)

Info (Continued)

Video Info:

This allows you to view video recording related information.

Allows more control over how much video data is stored to the NVR’s hard disk drives,
by being able to change how many available days’ worth of footage data can be stored.
This is done by adjusting the camera’s recorded video quality up or down.

®1 VCP Settings - qvis-f36b1d X

1P Camera aivtics Network Settings ~ NVR Settings  Usel Alarm  Info  Support To increase the amount
i ——— of days’ worth of footage
Actual Days Recording on HDD 11.7 days (93.6% HOD used) .

Ly | to store, click the
‘Decrease Video Quality
One Level: ‘Accept’
button.

Estimated Disk Capacity 14.2 days
Decrease Video Quality One Level 157 days
Increase Video Quality One Level 13,6 days

Some of the cameras are at Custom quality and their video quality will not be gged.

Oldest Video Sun Jun 18 2023 02:00:00 (GMT+05:30)

Camera Name Date/Time of Oldest Recorded Video

IPCam 31.122 Sun Jun 18 2023 02:00:00 (GMT+05:30)

IPCam 31.21 Sun Jun 18 2023 02:00:05 (GMT+05:30)

am 31162 Mon un 192023 111043 (GMT0530) Na | To decrease the amount

IPCam 31.5 Sun Jun 18 2023 02:00:21 (GMT+05:30) Of days’ worth Of footage
select the ‘Increase Video
Quality One Level’:
‘Accept’ button.

Close
| Increase video retention days by reducing video quality X

le, This action will make cameras to go offline for a short
&' duration and increase video retention days by reducing
video quality. Do you want to continue?

Yes ‘ No

A pop-up info box will appear, similar to above one, when you select either increase /
decrease video quality ‘Yes’ button.

Oldest Video: In this menu you will also get information of oldest video recorded in
the NVR and also by each IP Camera with Date and Time.
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11. VCP Settings (contd..)

Info (Continued)

Event Log:

This allows you to view NVRs event log.

‘Enable Advanced Search’ will give you Advanced search option in the Event Log.
‘First’ button will lead you to initial messages in the Event Log, while ‘Last’ take you
to latest message in the Log. In between you can use ‘Previous’ and ‘Next’ button to
move through Event Log.

‘Go to Date’ option will show Event Log of set date.

] VCP Settings - qvis-f36b1d X

1P Camera Analytics Network Settings NVR Settings User Alarm Info Support

System Info Video Info Event Log

[Thu Jun 29 17:12:25 2023] INFO: Remote client 192.168.16.59 (admin) - Started stream on IPCam31.122 ~
[Thu Jun 29 17:12:34 2023] INFO: Remote client 192.168.16.59 (admin) - Stopped stream on IPCam31.122
[Thu Jun 29 17:13:03 2023] INFO: Remote client 192.168.16.59 (admin) - Started stream on IPCam31.122
[Thu Jun 29 17:13:14 2023] INFO: Remote client 192.168.16.59 (admin) - Stopped stream on IPCam31.122
[Thu Jun 29 17:14:15 2023] INFO: Remote client 192.168.16.59 (admin) - Started stream on IPCam31.122
[Thu Jun 29 17:14:32 2023] INFO: Remote client 192.168.16.59 (admin) - Stopped stream on IPCam31.122
[Thu Jun 29 17:21:09 2023] INFO: Remote client 192.168.16.151 (admin) - Logged in, client QV Version:
4.0.14112, 0S: Windows 8 64-bit, 00:F4:8D:9F:34:CD

[Thu Jun 29 17:38:57 2023] INFO: Remote client 192.168.16.151 (admin) - Started stream on IPCam 31.122
[Thu Jun 29 17:38:57 2023] INFO: Remote client 192.168.16.151 (admin) - Started stream on IPCam 31.21
[Thu Jun 29 17:38:57 2023] INFO: Remote client 192.168.16.151 (admin) - Started stream on IPCam 31.162
[Thu Jun 29 17:38:57 2023] INFO: Remote client 192.168.16.151 (admin) - Started stream on IPCam 31.5
[Thu Jun 29 17:39:13 2023] INFO: Remote client 192.168.16.151 (admin) - Settings user 'admin' logged in

[] Enable Advanced Search Enable Autoscroll Clear Log

Advanced Search

First Previous Next Last

Select a Date: 29/06/2023 Go ta Date

Please Note: All logs will be in the same language as set on the NVR irrespective of language set on CVMS.

Close
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11. VCP Settings (contd..)

*IMPORTANT: Make sure CCTV recording is switched off during update*

This menu enables users to download and install latest update packages. Also, it
enables user to contact Quis labs for support on problems with the NVR.

Auto Software Update:

p pt 1 VCP Settings - qvis-72ce4d X
This enables automatic

Network Settings ~ NVR Settings  User  Alarm  Info  Support

software update to NVR Manuel Sotware Update. | Upload Logs | NVR Molntenance
when updates are Update options: | Download and Notify -

available. Check: [Eveiy Monday 7]

NVR will check for T wrmeriens

updates as set by user. et

From drop down menu n“:;:@email.com o

you can set day and time
for  check  software
updates.

Cancel Apply

You can send event notification to Mobile clients. Also send email if Email
configurations are set.

Select suitable Update options from the ‘Update options’ drop-down menu.

‘Auto install’ will download and install software when updates are available. Which
is recommended by the Quis.

‘Download and Notify’ will download the software and will send event notification
to Mobile clients/Email asking permission for installation.

‘Never’ option will not download any software updates, which is not recommended.

Click on ‘Apply’ to save the changes, ‘Cancel’ to discard the changes.
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11. VCP Settings (contd..)

Support (continued)

Manual Software Update:

This option will enable user to update software manually via Internet.

First, choose the update method by selecting the appropriate radio button:

B | VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support

Auto Software Update I Manual Software Update I Upload Logs NVR Maintenance

Please be patient.
Software download process will take atleast 2 minutes and possibly as long as 5 to 10 minutes
depending upon the NVR's Internet connection speed.

(@ Immediate update via Internet

Apply

Immediate update via Internet:

To download and install the latest update package from the Internet, click here.

Click on ‘Apply’ to continue.
This will cause a confirmation window to pop up. Click on ‘OK’ to begin the update process.

This can take from 2-10 minutes, or longer, depending on the network connection speed.

Note: In order to use Internet updating, the NVR’s network connection
must be operational with public domain Internet access.

When the process is complete, the NVR will restart. Please login and resume NVR use.
Note: The NVR software is constantly being enhanced with new
functionality and features. Users are encouraged to perform the software

update process at least as often as every 2-3 months, to benefit from
these new developments.
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11. VCP Settings (contd..)

Support (continued)

Upload Logs:

This menu enables user to upload information that can assist Quis Labs in rectifying
problems with the NVR. To upload information to Qvis Lab, select radio button
‘Upload to Quis Lab’. Then click on ‘Apply’ and a confirmation popup window will
appear, click on ‘OK’ to continue.

To download to USB drive, select ‘Download to USB connected to NVR’ button, then
select USB Drive from list and click on ‘Apply’. Popup window will appear asking
confirmation. Click on ‘OK’ to continue.

[ VCP Settings - quis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Info Support
Auto Software Update Manual Software Update Upload Logs NVR Maintenance

Select one of the Radio Buttons below and click on Apply Button to upload information to cloud or Download
it to USB, that can assist Qvis Labs in rectifying problems with the NVR. The information uploaded does not
include any confidential information such as video, user account settings and privacy settings.

Please be patient.

This process will take atleast 2 minutes and possibly as long as 5 to 10 minutes depending
upon the NVR's Internet connection speed and size of the files.

@ Upload to Quis Labs

(O Download to USB connected to NVR

Find:USB Drives inserted in the NVR

Please Select a USB Drive From T his List % Safely Unmount USB

Apply

e C(Click on ‘Find USB Drives inserted in the NVR’ button if it is not listed in the
USB list.

e After completing the downloading process, click on ‘Safely Unmount USB’
before removing the USB from NVR.
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11. VCP Settings (contd..)

Remote Support:

If you experience any issues or technical problems with your NVR that even this user
guide fails to resolve, then our Qvis technical support team is always happy to help.

In The Commander NVR, there is check box. Just click on check box for ‘Enable
Remote Support’ or ‘Disable Remote Support’.

| =7 vep settings - quis-7basct X

IP Camera Analytics Network Settings NVR Settings Use Alarm nfo Support
Auto Software Update Manual Software Update Upload Logs R Maintenance

Remote Support

Select checkbox "Enable Remote Support " for allowing remote access to NVR.
Unchecking will disable the remote access.

Enable Remote Support

Remote support is enabled.
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11. VCP Settings (contd..)

Support (continued)

NVR Maintenance:

This menu is not for general users. It is for technical team for NVR Maintenance.
Please note that this requires Authentication password.

[ VCP Settings - qvis-72ce4d X

IP Camera Analytics Network Settings NVR Settings User Alarm Inf Support
Auto Software Update Manual Software Update Upload Logs NVR Maintenance

Cleanup files

Please use the "Delete Video Files" option if you want to delete all the video files.
Please note that this requires Authentication password.

O Delete Video Files

Please use the "Delete Video and Config Files" option if you want to delete all the video and configuration files.
Please note that this requires Authentication password.

O Delete Video and Config Files

Reboot Shutdown

‘Delete Video Files’ will delete all the video files in the NVR.

‘Delete Video and Config Files’ deletes all video and configuration files. Please use
this option carefully, as this option resets the NVR to the factory default.

Reboot: — [w System reboot X

Click on ‘OK’ to reboot Local NVR system reboot requested.
the NVR If you click Cancel, no change occurs. Do you want to continue?

Cancel

|8 | System shutdown X

Shutdown: —

Local NVR system shutdown requested.
Click on ‘OK to If you click Cancel, no change occurs. Do you want to continue?

shutdown the NVR.
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Grouping NVRs and Cameras

Features of Grouping:

e NVRs and Cameras can be grouped together for easy access.

e User can create their own NVR Group and/or Camera Group from connected
devices.

e Grouping of Cameras can be from different NVRs or from NVR Group.

e User can add NVRs or cameras to an existing group.

e User can add cameras to an existing Camera Group.

e Camera Group will be on the same level as NVR and not inside the NVR.

e User can Rename the Group.

e User can ‘Remove the Group.

e User can Swap / Move the Group.

e User can create session with the Group.

e Use can Searching the devices.

e Search option is also provided in the Playback window to search particular
devices including NVR Group / Camera Group.

Creating NVR Group:

e Select one or multiple NVRs | M corexvus- oefact:

File Edit View Tools Help

from the device list using 2 3 5 a 4 R 4 @

ctr|+Mouse Left Key AddNVR Remove NVR ~ Show Selected Show All  Sequence Sequence All  Playback Tool  NVR Settings  Alarms

6@ 220 Create New Layout [

e Then right click. It will show Devices
popup as shown in the = 192.168.18210
figu re B 192.168.16.10
“““““““““““ > Create NVR Group
e C(Click on ‘Create NVR Group’ =

.168.18.200

= 192.168.16.195

o It will open new ‘Enter Group Title’ WindOW. g | # Enter GroupTitle X

e Special characters like *!@#$&”+- are not allowed. Please enter title of Group:
Space or underscore are allowed. 48
_‘_ Cancel

e Enter the group name and click on ‘OK’ button.
e NVR Groups are shown the icon as
‘Multiple NVRs’ >

ol
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Grouping NVRs and Cameras (Contd..)

Creating Camera

B Cortex VMS - Default
Group: File Cdit View Tools Help
2 3 H a 8 49 o 8
Add MWR  Ramane NVR Show Selected  Show Al :‘G:]ud((i Sequanca All Playhack Tool YJvﬁ‘.l-fﬂ!g: Alarmy
® Select one or multiple - — D | 0 | Cosnmew i
Cameras from the "
device list using ——
Ctrl+Mouse Left Key. P S
® Then right click. It will v - 19216816195
show popup as shown B oo
in the figure. [
® Click on ‘Create Camera A‘;mm_w """"
Group’. — = I
PN Enter Group Title X
o It will open new ‘Enter Group Title’ window. ——)
s 0 Please enter title of Group:
e Special characters like *! @#5&7+- are not allowed.
Space or underscore are allowed. P
e Enter the group name and click on ‘OK’ button.
e Camera Groups are shown the icon as @
‘Camera group symbol’. s L=
Adding NVRs / Cameras to the Group:
e Select the NVR(s) / Camera(s) from device list and drag
Remove / Rename the NVR Group: T T
File Edit View Tools Help
" 4 8 = - 5
e Right click on required NVR Group. =2 = e & ¢
Add NVR Remove NVR  Show Selected Show All  Seq
e It shows two options as shown in figure
e Click on ‘Remove Group’ will open new i e— . Remove Group
v TR gt | Rename

window ‘Remove Group’
Click on ‘Yes’ to remove as shown below.

P} Remove Group X

I Do you want to remove this group ?

[ e ]

No
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Grouping NVRs and Cameras (Contd..)

e Click on ‘Rename’ will open ‘Enter Group Title’ PN Enter Group Title X
wmdow. Please enter title of Group:
e Enter the group name and click on ‘OK’ button.
coce

Remove / Rename / Create NVR Group / Add to NVR Group:

Remove Group

e Rightclick on required Camera Group. |[v
e It shows four options as shown in | ™
figure

Rename

Create Group bg
Add to Group

e Click on ‘Remove Group’ will open new

PN Remove Group X
window ‘Remove Group’ —_—
. . ; Do you want to remove this group ?
e Click on ‘Yes’ to remove. A
Yes No
e Click on ‘Rename’ will open ‘Enter Group Title’ [l Enter Group Title X

window with present Camera group Name. wep-
e Enter the group name and click on ‘OK’ button. | Please enter title of Group:

[tstcamera group] |
e (Click on ‘Create Group’ will open ‘Enter Group PN Enter Group Title X

Title’ window. e —

e Enter the group name and click on ‘OK’ button. [eioee |
It is create under main tree and treated as NVR

Group. Sance

Please enter title of Group:

e Click on ‘Add to Group’ will open ‘Select Select Group X
Group’ window. m———>
Groups:
e Select the Group from drop down list s o
e C(Click on ‘OK’ to add. e

e This option is visible after NVR Group exist. Cancel

Swap / Move the Group:

e Select the NVR(s) / Camera(s) from device list and drag to required Group.
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Search Function

PN Cortex VMS - Default
File Edit View Tools Help

A 3 @B 85 49 8 3 9 @

Add NVR Remove NVR = Show Selected Show All  Sequence Sequence All  Playback Tool = NVR Settings Alarms

- 44 @ 44 [ Create New Layout [
Devices

= 192.168.18.210

= 192.168.16.10

=@ tst Froup NVR

ﬁ; tstCamera group

Search Devices h- Search Devices CLEAR

Results

. Search function can be used to search the NVRs or Cameras in the device list.

[ Enter text name in |tsd l o
‘Search Devices’ column.
It will list all such devices | Results
in ‘Results’” column as S5 tstCamera group
shown in figure., =) == tst Froup NVR

. ‘CLEAR’ button will clear all Results and text name entered in Search Devices.
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Revision History

Revision History:

Month/year Version Changes made
July 2023 1.0 Initial Version
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The NVR has been through rigorous testing and customer trials. Nevertheless, you
may find a problem. Should you encounter a problem that your NVR Installer cannot
remedy, or you have new feature ideas, email.

support@puretechsecurity.co.uk or support@qvislabs.com
Ifyouencounteranyissues, hardware or software, please provide as much information
as possible about the setup and sequence of events that triggered the problem. We
apologize in advance for any inconvenience and thank you for your response.

Limitation of Liabilities

In no event shall Qvis Labs or any of its subsidiaries or affiliates be liable for any
indirect, special, incidental or consequential damages including, but not limited to,
loss of use, loss of data, loss of business or profits, whether or not advised of the
possibility of damage, or on any theory of liability, arising out of or in connection
with the use or performance of this information. Some localities do not allow the
exclusion or limitation of incidental or consequential damages, so the above
limitation or exclusion may not apply toyou.

This publication is provided “as is” without warranty of any kind, either expressed or
implied, including, but not limited to, the implied warranty of merchantability, fitness
for a particular purpose, or non-infringement. Qvis Labs shall have no responsibility
or liability for errors or omissions in this publication or other documents which are
referenced by this publication.

This publication may include technical or other inaccuracies, omissions, or
typographical errors. Changes are periodically made to the information herein; these
changes will be incorporated in new editions of the publication. Qvis Labs may make
improvements and/or changes in the product(s) described in this publication at any
time.

VIS
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